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FROM THE EDITOR

IBM Offers New
Role-Based Tools

\
BY JACK MARTIN
NG

ell, it's another month and

we're off to a good start

with IBM making it easier
for people to find new uses for
WebSphere.

IBM has taken the teams-based
approach to the next step. They just
released a roles-based group of tools
— six power packs and eight tracks
in total — based on what you do, with
two for developers focusing on either J2EE or
.NET. System analysts and architects who need
to model are also included. Testers have a full
portfolio of tools to do code testing. Project
managers will find Requisite Pro — a require-
ments-management tool created by Rational
—very easy to use. The bean counters even get
something this time that shows the business
process and ROL. As usual, IBM has focused on
heavy code reuse, quality by design, and mul-
tiple group resources.

To get you going they’ll send you a two-
DVD set with all of the evaluation code. Then,
over the next three months IBM will send you
a multitude of artifacts and tutorials.

On a separate note, as an avid user of
Google, I've noticed, as have many other
people, that Google’s sponsored links have
become quite popular with companies look-
ing for people to buy their stuff. For any of you
who have not delved into Google’s sponsored
links, the program is very simple. You pick out
the keywords you want your sponsored link to
appear with when people search for the word
or combination of words.

I recently typed in “IBM WebSphere” to
see who was selling what and what I found
surprised me. The very first ad has a head-
line that reads, “Get a Real AppServer. Cut
licensing costs and train staff for less than
WebSphere licensing.” Google directs you to
the JBossgroup.com Web site, so I clicked on
it. The people over at JBoss may have a “real
application server” but they seem to be miss-
ing the tools, documentation, and product
extensions.

After careful reading I finally
understood what they meant by
“Get a Real AppServer.” This is an
open source kit, where you roll
your own application server. I think
that the open source movement is

a good idea. But I don'’t think it’s a

good idea to imply that WebSphere

is not a real application server. It
just seems unfriendly.

My first thought was that maybe IBM had
purchased the keyword JBoss so whenever
people search for it they’ll find a sponsored
link that says, “Get a Real Appserver — one that
has lots of tools, documentation, and product
extensions.”

Then I realized that by “Real Appserver”
they meant JBoss. They want everyone to think
“IBoss” is synonymous with “Real Appserver”
so that if they decide they want one they will
think of JBoss first. Maybe this type of adver-
tising will work, but I doubt it. I have found
that whenever someone starts off with how
bad someone or something else is they usually
have very little going for themselves.

The next link took me to shopping.com,
where I found links to a whole lot of
WebSphere software for sale at quite a few
stores. I didn't realize that WebSphere had
gone retail. The way it looked, maybe Wal-Mart
will begin selling it soon. I was also happy to
find our magazine for sale there.

From there I found VideoEd.com/
b_websphere.html, a distributor of indepen-
dent technology training that has interactive
training courses for a huge amount of soft-
ware, with WebSphere as one choice. I spoke
with Bob Dumouchel, the owner — quite a
friendly guy and very knowledgeable; he tells
me he has 1,500 courses from 21 different
producers with a strong focus on business and
software skills. Medium-size businesses are
their strike zone, but they work with a wide
variety of companies. Much more important is
that they will go out and find what you need if
they don't have it.

Jack Martin, editor-in-chief of WebSphere Journal, is cofounder and CEO of Simplex Knowledge Company, an Internet software

boutique specializing in WebSphere development. Simplex developed the first remote video transmission system designed

specifically for childcare centers, which received worldwide media attention; and the world’s first diagnostic-quality ultrasound

broadcast system. Jack is coauthor of Understanding WebSphere, from Prentice Hall. jack@sys-con.com
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GUEST EDITORIAL

Architecture

Where Does SOA Fit?

BY B0B SUTOR

-

Bob Sutor, PhD, is IBM's
director of WebSphere

Infrastructure Software.

He is responsible for
business and prod-

uct leadership for the
WebSphere Application
Server and WebSphere
Studio software offer-
ings. Previously, he was
IBM's director of Web
Services Technology,
responsible for driving the
cross-IBM Web services
initiative to continue and
advance IBM's leadership
in providing Web services
solutions, products, and
services. Prior to this
role, Bob led the global
IBM-wide strategy effort
for the development and
promotion of key e-busi-
ness industry open stan-
dards, including XML and
Web services. He was

a member of the OASIS
Board of Directors and
participated in various
W3C working groups.
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There’s a lot going on in business and IT today, and it’s rapidly becoming more

important that you have a good understanding of e-business on demand, service-

oriented architecture, Web services, and grid computing. I've been in more than

one conversation and read more than one article where someone has defined

these terms in, shall we say, “creative” ways. Let me try to put each in its place

and show how they relate to each other.

major levels that describe how to

successfully use IT to run your
business. The top level is e-business
on demand. This is all about busi-
ness and describes the ideal way you
want to operate to be more efficient,
flexible, and responsive to market
opportunities and your custom-
ers’ needs. Of course, no business
is perfect, but a good assessment of
where you are now, where you want
to be, and how you can get there will
help you understand your chances of
arriving at this nirvana. You'll know
you're going in the right direction
as it becomes easier to execute new
business models and change old
ones. More specifically, when you
can quickly tune and modify your
business processes and the ways
they interact with your customers,
partners, and suppliers, you will be
operating in an on-demand way.

After all, isn’t IT a major road-

block to really making this happen?
What you need is an architecture that
enables true distributed computing
inside and outside your enterprise,
that treats business applications as
collections of services that can be
shared or outsourced, and that uses
standards to show how the pieces fit
together and how they behave while

I like to think that there are four

/WebSphere

operating. Of course, you want to do
this in a secure, reliable, and man-
ageable way. This is the second level
—service-oriented architecture (SOA).
It allows existing business software to
continue to be used for critical pro-
cesses, but extends its use for new
interactions. When done correctly, it
makes heterogeneous systems look
homogeneous and highly leverages
the infrastructure that you now have
in place.

The third level is where we deal
with specific technology. Web services
standards describe the format of the
information we use in business trans-
actions. This includes the data (think
of a purchase order or a request for a
bank transfer), security information
(encrypted and digitally signed patient
records), and workflow (what gets
done in what order). It also involves
the additional information we need for
reliable delivery of messages and per-
formance management of the services.
Web services technology was directly
enabled by the widespread use of the
Internet as well as the creation of XML.
It is the concrete way of saying what
we want done, what information we
are using, and how we communicate
this information to others.

A second piece of technology
enabling SOA is grid computing. This

is an important standards-based
component of how we will deliver

the qualities of service our custom-
ers will require if they are to remain
our customers. For example, Schwab
was able to reduce the time it took

for an interactive customer portfolio
analysis from roughly 4 minutes to
less than 20 seconds using IBM-devel-
oped grid computing technology. Grid
computing is about putting resources
and information where they need to
be as quickly as they need to be there.
It lets you better use what you've
already paid for and, perhaps, reduce
your infrastructure by outsourcing
resources. You pay only for what you
need — on demand.

You need software and, at your
discretion, services. This is the fourth
and bottom level. If you are an IBM
customer it means WebSphere soft-
ware for transactions, Tivoli software
for security and management, DB2
for data management, Lotus for col-
laboration, and Rational for the full
life cycle of software development.
Other vendors provide software
as well, and there are open source
options for some of the pieces. IBM
and many other companies use
the open source Eclipse Project as
the basis for their tools. The most
advanced software framework in
the industry for building and using
Web services and SOAs is the Java 2
Platform, Enterprise Edition, particu-
larly the new version 1.4.

Service-oriented architecture is
the glue that connects your business
needs and models with the technolo-
gies that can make them a reality.
There are more than 15 years of SOA
research and development backing
up our IT and business practices in
support of the principles and goals of
e-business on demand.

Deploying SOA in your organiza-
tion can be done in an evolution-
ary manner, and clear patterns are
emerging to make it a repeatable
practice. It's time for you to seriously
consider how SOA can help g}?urs
become a better business. %’
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WJ INTERVIEW

WebSphere Journal editor-in-chief Jack Martin recently
chatted with Paraic Sweeney, IBM’s VP of Marketing for
Industry Solutions and Business Integration, Software
Group. In this exclusive interview, Sweeney discusses IBM’s
Middleware Industry Solutions initiative, the drivers behind
adding an industry-vertical dimension to the business, and
the company’s decision in 1999 to focus on middleware and
get out of the application business.

Paraic, how do you
spend a typical day?
Paraic Sweeney: My typical day — especially now that we
are in a launch phase around the Middleware Industry
Solutions initiative — is a combination of working with
early-adopter customers and business partners who want
to participate and join us in this new market approach
that is an extension of our middleware business and
communicating with our internal product and sales
teams, who are all working to use this approach to the
market as a mechanism to better address customer needs
in the market. So it’s a combination of customers, part-
ners, and internal teams.

What type of customers are you
actually dealing with? Which industries
do they represent?

PS: We are actually working across a wide range of indus-
tries, given the breadth of IBM’s market presence — and
many of those are existing customers, but they may not
necessarily be broad-based users of our middleware
technology. We see customers in a number of industries
who are working to respond to regulatory or industry
mandates specific to their industry. For example, in the
insurance area there are institutions that are figuring out
ways to respond to the new federal mandates around
HIPAA (Health Information Privacy and Accountability
Act) compliance.

In consumer goods manufacturing, a major driver is
the requirement that Wal-Mart is making across its net-

/WebSphere
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work of suppliers to increase the efficiency of its supply
chain. This includes the ability to trace items within Wal-
Mart’s supply chain using new technologies like RFID
[radio frequency identification]. It’s customers in a range
of industries who are wrestling with these business issues
and looking for the software assistance to work in concert
with their existing infrastructure.

You're dealing primarily with the
line-of-business people inside these
companies?

PS: In many cases we will be partnering with systems
integrators and consulting partners. Many of the top-
ics I have just described are really at the confluence of
business and IT. They're neither purely an IT discussion
about technology, nor are they purely a business issue
around packaging or pricing. It’s really about how these
two issues — in what up to now have been relatively
distinct roles — have to interact with each other. And in
many cases it would still be an IT-savvy line-of-business
guy or a very line-of-business—focused IT guy, but it’s at
a relatively senior level that they are wrestling with these
business decisions.

So the decisions are not made purely
from an information technology perspec-
tive with these people?

PS: That's really at the heart of why we are adding an
industry-vertical dimension to our business, which tra-
ditionally has had a technology orientation. In the past
we've seen decisions made around “I want to standard-
ize my database infrastructure for a more cost-effective
way of storing and retrieving and aggregating data.” It
doesn't really necessarily have a specific business driver.
However, we see spending on software increasing among
the customers we're serving. It is shifting from purely an
IT-focused decision and we are seeing additional projects
with a clear business driver; therefore, the decision is no
longer purely an IT one but is project based, and it is a
collaboration of the sponsoring business unit and the IT
function that supports it. They usually face quite aggres-
sive implementation time schedules, which in many
cases are externally mandated by legislation or a trading
partner in their distribution or supply chain.

CGan you give me just a flavor of what
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type of business challenges these com-
panies are looking at? What’s a popular
request that you hear?

PS:: I think one challenge we are starting to see in a more
broad-based way is how to implement RFID, not just

to meet a customer requirement but to gain a business
advantage in addition. It is a very new technology and
there are significant players in the industry beginning to
mandate its use. For example, Wal-Mart has asked its top
100 suppliers who ship goods into Wal-Mart’s Texas distri-
bution centers in 2005 to equip each pallet with an RFID
tag. And now the federal government, specifically the
military, has said “That’s a pretty good idea — we've got a
supply chain problem also. We want our top suppliers to
do that also.”

You can be fairly sure that once RFID proves its merit,
it will be expanded from those distribution centers — from
the top 100 to the next thousand and the next thousand
after that. One company in that particular industry drives
it and gets the business benefit out of it, and then you'd
expect to see Staples and Target and other retailers adopt-
ing a similar approach in order to remain competitive in
their industry. So, the question then becomes, “How do
you go about it?”

If you look at an RFID implementation, it’s a multidi-
mensional problem in that you've got a lot of devices to
manage; those readers will produce a lot of data. As with
many new technologies, the standards on how to encode
the information on the tags are changing, so you are
going to have to transform and reformat the data.

Once you can automatically identify what goods are
on the pallet, the retailer can now get a business value
from this real-time data; for example, by doing an auto-
matic three-way match. Wouldn't it be interesting before
you actually accept a delivery, to do a check: “Well, what
does the purchase order say and what does the manu-
facturer or distributor say that I am going to have on the
pallet in terms of the advance ship notice? And then do
a comparison across the three information sources — the
purchase order, the advance ship notice, and the deliv-
ery data. We have described a piece of logic that does
that match. If there is an exception, what do you want to
do with that? It could be displayed for the procurement
function and the supplier via a portal, which could in
addition alert the store manager via pager or cell phone.
What I have described is a classic information manage-
ment, application integration, and portal scenario. So
these questions — How do I respond to the RFID require-
ment? What technologies are available? How do I deploy?
How do I manage it? — illustrate of the type of combined
business and technology question that is being asked.

Taking RFID as an example, from
what I've read and from what you are
saying, it sounds as if you expect to see
mass adoption of this technology over
the next couple of years.

PS: I think over the next three to five years we will have
a very significant adoption. What I have described is a
starting point. You can obviously see it scaling in a num-
ber of ways: from one set of suppliers you can scale the
number of suppliers. Instead of one set of distribution
centers, RFID could be used for multiple distribution
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centers. The initial usage will put a tag on a pallet, but it
could be all the cartons on a pallet. Potentially there is a
massive adoption on the horizon.

Have you worked with any of the
food supply people?

PS: On this particular issue, we are working with a num-
ber of consumer goods manufacturers.

How do you see this working in the
automotive industry?
PS: There are similar requirements in the automotive
world around early warning for warranties, and there
are also some legislative pressures on auto manufac-
turers in response to issues with usage of parts from
suppliers. These have been embodied in the TREAD
(Transportation Recall Enhancement, Accountability, and
Documentation) Act.

Another example is in connection with the mainte-
nance of a car. There’s now sufficient intelligence in an
automobile to be able to detect problems early and com-
municate them back to the manufacturers so that they
can prescribe appropriate maintenance. You're starting
to see a variety of automatic capabilities being applied
in a number of industries that deliver business benefit
in addition to those changes that are being mandated by
either market makers or regulators.

It sounds as if information technolo-
gv is growing up to the next level, where
usiness people come in with very, very

clear ideas of what they are going to try
to accomplish through the application of
technology. Is that what you are saying?
PS:What I am saying is that there are a variety of business
challenges that can be translated into the application of
very specific technology, often with middleware combin-
ing existing applications and data. In many cases, the line
of business that they're in is the driving force behind the
initiation of these projects. So there is a growing aware-
ness of what is possible — and the potential business
benefit that can be obtained. This idea is the genesis or
the reason behind expressing the value of our portfolio of
middleware software in terms of the business issues that
can be addressed. In addition to saying our application
servers are J2EE compliant and our databases are scal-
able, our systems management manages a wide variety of
devices, and our integration servers can support a wide
range of B2B protocols, we are also starting to explain
that we can assist with branch transformation in Banking,
with dealer collaboration in Auto, with mobile service
delivery in Telco, etc. That’s the mechanism we’re using to
more directly address the issues our customers are work-
ing on but also, quite frankly, to allow our sales team to
have a more meaningful conversation with people who
are initiating software projects; that’s the education pro-
gram we are driving with our sales team. It’s also a new
focus for our engineering teams so that they think about
these issues, and it’s a partnering opportunity for systems
integrators so we can work together to address these cus-
tomer requirements.

You mentioned earlier that you are

www.SYS-CON.com/WebSphere
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also working with systems integrators
and business partners. How do they
dovetail into this initiative?

PS: I would describe the middleware solutions for each
industry as having four components. The first part con-
tains the core IBM middleware products, for example,
DB2 database, Lotus Domino, Tivoli systems manage-
ment, Rational tools, WebSphere Business Integration,
etc.

The second part comprises our industry-specific mid-
dleware extensions that make our core products more
relevant in that industry vertical — we have adapters to
vertical ISV applications, process templates for common
business processes, portlets for user roles, and I expect
additional extensions in the future.

The next two main components to the solution are
both partner based. Number three is the ISV application
or applications that a customer has, because any solution
has to work in the context of the customer’s environment.
The fourth is the industry know-how in terms of consult-

what they call the “first of a kind.” We've got this program
—as usual we have an acronym for it — called FOAK.

It's IBM. There has to be an acro-
nym.
PS:: There was an article on this whole subject in
Information Week just before the holidays. The cover is
all about this topic and in the story is a discussion about
a first-of-a-kind project with a customer called Boston
Coach - a limo provider. IBM Research used some of the
mathematical modeling that they have done for sched-
uling, which is typically used with airlines, where you
have lots of flights coming in and out and so you need
to optimize landing slots, planes, pilots, logistics, etc. We
took that technology and that mathematical knowledge
and applied it to Boston Coach’s problem — scheduling
limos in a city. Boston Coach is now able to expand their
operations to other cities at a lower cost because they are
able to share the systems that now automate a lot of that
activity.

“Many of the topics | have just described are
really at the confluence of business and IT.

ing and implementation services that can take those
middleware products and deploy them in the application
environment that the customer has, to solve the business
problem. That know-how can be provided by IBM ser-
vices — from IBM Global Services, obviously — and it can
be provided by our network of business partners, global
and regional systems integrators, and solution provider
partners.

When you look inside many of the large global sys-
tems integrators — Deloitte, Accenture, and so on — they’re
largely structured around industry. Many of the more
specialized systems integrators are even more deeply
specialized around particular issues in an industry-verti-
cal domain. When we talk to the integrators, they see a
very natural fit between their industry know-how and
our middleware software and the business opportunity
for the combination. They are depending on IBM for
two things. Number one is market awareness for our
middleware software and the second thing is the techni-
cal support that allows them to successfully apply those
technologies in their customer engagements.

Is IBM research involved with this
initiative? If a customer has a really
interesting high-value problem to solve,
are you bringing in the Watson folks?

PS: In many cases, the Watson Research lab is involved in

How are you getting the message
out to the customers that all of these
new vertical solutions are available? For
instance, if 1 were an auto manufacturer,
would I be coming to you or are you
going out to that market?

PS: We are going out to the market — this article and oth-
ers are part of an extensive communication initiative
—but we are also training our customer teams — sales and
product services — so they can initiate these discussions
with our customers, and the partner community is a key
channel.

So the partners in many cases have
the relationship, and you are bringing in
the technology muscle?

PS: Correct.

I've heard that you actually have an
enormous portfolio of industries that you
are covering. I have had a few geo le
tell me that there are actually 12 of them.
Is that true?

PS: It is, but let me qualify.... We are in startup mode
— albeit starting very aggressively — and IBM covers 17
industries with a dedicated sales force. For this software
initiative we are starting very aggressively in 12 of those
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17 and are working to provide a middleware-based solu-

tion for a set of the top business issues in those indus-
tries. We see that as an aggressive starting point, but I
don’t want to focus on the number 12 as being an abso-

lute statement or an endpoint. It is the start of a journey
that we believe will make us more relevant and establish

more leadership within the middleware category.

Are you able to say which 12 you are

starting with?
PS: Absolutely, the 12 are banking, financial markets,
insurance, telecommunications, government, retail,

consumer products, automotive, electronics, energy and

utilities, life sciences, and health care.

If a business partner wanted to get
involved with this program, what is the
appropriate channel and mechanism for
them to get involved?

PS: We largely categorize business partners into either

solution providers and systems integrators, or application

developers (ISVs). The current programs for these part-
ners will be extended to accommodate this additional
perspective.

If a customer wanted to find out
abnut these vertical middleware offer-
ings, how would they go about it? What
should they do?

PS: As part of our sales training in January, we equipped

the direct software sales teams with in-depth education

on each of these middleware solutions, so your usual IBM

account contact will be able to describe them and will be
able to get you more information.

The IBM software account team that you would have a
relationship with today around Tivoli, Rational, WebSphere,
and so on will be familiar with these solutions. If you
wanted to have a more detailed conversation to understand
the technical components of it, to maybe develop a deploy-
ment plan within your shop, then they can bring in industry
middleware solution specialists to assist.

Paraic Sweeney is the vice president of marketing, industry solutions, and
business integration for IBM Software Group. He joined IBM in 1980 and
has held a variety of international positions, including managing product
development, financial planning, marketing, and consulting in Dublin;
Paris; and Somers, New York. Paraic is responsible for marketing IBM's
portfolio of middleware industry solutions that exploit their market-leading
middleware infrastructure and open industry standards leadership. He
was instrumental in the acquisition and integration of the CrossWorlds
Software and Holosofx companies, both industry pioneers in process inte-
gration technology and now key components of the WebSphere product
portfolio. Prior to this position he worked in a range of software leader-
ship roles with IBM’s Software Group including VP of Marketing, Internet

Technologies, where he launched the WebSphere brand.

* Wirnkess Susinoss & Technology
® ol (MO0 oL

= Xkl Soexral

* GO DD JOLrTad
# Pt ddor Dovelopers Jowmal

Once you're in it...

=

r——— |
i | i

reprint it!

Contack Carrie Gebert
201 BU2-JO16
carrieg & sys-Lon.com

R e Prints




The J2EE revolution is here to increase performance, value, and lower IT costs.

It’s a solution from Mercury Interactive that makes your whole J2EE
applications ecosystem work right.

It’s the fastest way to find the toughest J2EE problems from the development to
the live applications. Even pinpoints root cause and the line of source code.

It’s about more than delivering J2EE applications. It’s about delivering applications
that work and yield real business value.

It’s the Business Technology Optimization revolution.

And Mercury is the only one bringing you a revolutionary solution for J2EE.

Download our free white paper, "Diagnosing J2EE Performance Problems
Throughout the Application Lifecycle,"
at www.mercuryinteractive.com/optimizej2ee
Get Optimized™
[
MERCURY
«s INTERACTIVE

© 2003 Mercury Interactive Corporation. Mercury Interactive, Get Optimized, and the Mercury Interactive logo are trademarks or registered trademarks of Mercury Interactive Corporation in the United States and/or select foreign countries.




BY THINA NATARAJAN

ILLUMINATING WEBSPHERE

Accelerate each phase of the ‘build, run, manage’ life cycle

~

As the gap increases hetween technology innovation and the constricted capa-

bilities of inherited legacy systems, many organizations are evaluating the costs

and benefits of migrating their infrastructures and enterprise applications to new

generations of Weh-based infrastructure technologies. Expanded abilities to accel-

erate the introduction of new services and reduce administrative overhead are

important factors in the migration equation.

his article explores 10 fun-
damental benefits of migrat-
ing to IBM WebSphere

Application Server (WAS) v5.0.
Organizations can, for example,

use WAS v5.0 to capitalize on open
J2EE standards, as well as simplify
development and deployment to
expand their e-business capabilities.
Migration also allows existing appli-
cations to harness new application
server functionality and technology.
A properly planned migration to
WAS v5.0 can quickly yield return
on investment (ROI) while provid-
ing organizations with the agility to
quickly use IT to support new busi-
ness services.

Benefit 1: Support
Enterprise Java Open
Standards

Today’s enterprises typically
include a number of disparate sys-
tems loosely linked by a series of
vendor-specific and customized
technologies. These systems and
applications are unable to communi-
cate efficiently with one another due

IWebSphere

to a lack of well-defined interfaces
for application communication, and
data interchange. Open standards
such as J2EE are critical to standard-
izing and streamlining the ability

of information to be shared among
multiple environments.

J2EE 1.3 is an open, platform-
independent, standards-based enter-
prise development platform. New
J2EE 1.3 capabilities include addi-
tional open standards — such as Web
services standards - to enhance scal-
ability, flexibility, and manageability.

WAS v5.0 supports open stan-
dards via the J2EE 1.3 specification.
Application developers, integrators,
and designers using J2EE 1.3 are
freed from the limitations imposed
by a proprietary platform from a
single vendor. A J2EE-based solu-
tion can be deployed on any J2EE-
compliant application server. For
example, organizations using J2EE
can share information more easily
with multiple departments and trad-
ing partners. The result is increased
operational efficiency and a 360-
degree view of customer activities

across all lines of business.

Incidentally, the J2EE 1.4 speci-
fication was finalized in November
2003 and will be implemented in
WAS v6.0. It is currently available as
an early-access technology for devel-
opers.

Benefit 2: Ensure Forward
Compatibility
Prior to J2EE 1.2, J2EE speci-
fications did not ensure forward
compatibility. The Java Community
Process, the J2EE standards organ-
ization, has since ensured that all
future J2EE updates will include
migration capabilities. Future
compatibility for J2EE is important
because it enables organizations
to protect and build on their tech-
nology investments without the
concern that their IT infrastructures
will become outdated and require
a painful migration to a completely
new J2EE environment.
Standardizing enterprise appli-
cations on a single version of J2EE
(1.3 or later) will ensure forward
compatibility and provide a technol-
ogy foundation on which to build.
Although such an initial migration
may be resource intensive, subse-
quent updates will provide signifi-
cant return on users’ Java technology
investments. Once the migration is
complete, subsequent migrations are
simply automated through the WAS
v5.0 administrative console.

Benefit 3: Expand
Development and
Maintenance Gapabilities
WAS v5.0 also provides simpli-
fied and expanded development
and maintenance capabilities.
Specifically, WebSphere Studio
Application Developer v5.1 has
replaced VisualAge for Java as the
development tool for J2EE appli-
cations. Built on the open source
Eclipse platform, WebSphere Studio
enables open standards-based and
scalable software development.
WebSphere Studio includes
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built-in source control manage-
ment through its support for team
development tools, such as the open
source Concurrent Versioning System
(CVS) and IBM Rational ClearCase
software configuration management
application. Further, the model-
driven development capabilities of
WebSphere Studio include plug-ins
for Rational XDE Professional that
enable developers to make graphical
models of their software. Graphical
modeling tools can help minimize
code rewriting during development
via code generation, reverse engi-
neering, and code-to-model syn-
chronization capabilities.

Moreover, unlike VisualAge for
Java, WebSphere Studio supports
100% J2EE development and deploy-
ment. WebSphere Studio provides
a number of features that enable
IT teams to accelerate develop-
ment. Assembly tools and deploy-
ment descriptor editors enable
development teams to create and
modify deployment parameters
and Enterprise Archives (EARs)
from within the WebSphere Studio
integrated development environ-
ment. WebSphere Studio also allows
application debugging on remote
application servers, which greatly
accelerates development. It now also
includes an agent controller and
a Java profiling agent that enables
application performance profiling
through the Java Virtual Machine
Profiling Interface (JVMPI).

The combination of WAS v5.0
and WebSphere Studio provides
enhanced development and main-
tenance of next-generation appli-
cations. By tapping into the latest
innovations provided by the J2EE
1.3 specification, WAS v5.0 provides
greater control for application devel-
opment, deployment, and perfor-
mance.

Benefit 4: Streamline
Deployment

Typically, the complexities of
deployment have rested with appli-
cation server administrators. By vir-
tue of its support for J2EE, WAS v5.0
allows all application components to
be packaged into a single EAR, which
can be deployed on multiple WAS
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v5.0 instances. This capability allows
organizations to realize the “write
once, deploy anywhere” promise of
J2EE.

Benefit 5: Strengthen
Information Security

WAS v5.0 strengthens the man-
agement and implementation of
organizations’ information security
safeguards by providing built-in
support for authentication, author-
ization, and identity management.
Authentication enables IT manag-
ers to confirm the identity of a user,
typically by matching submitted
username and password information
with the user’s stored credentials.
After the authentication stage, each
user is granted access to a specific
set of files, databases, services, or
administrative privileges based on an
individual profile. Identity manage-
ment software is used to automate
and manage information security
administrative tasks such as reset-
ting user passwords. Enabling users
to reset their own passwords, for
example, reduces IT administration
requirements while maintaining a
high level of security.

WAS v5.0 authentication support
includes the Java Authentication
and Authorization Service and
the Java Cryptography Extension.
Additionally, Tivoli Access Manager
(a.k.a. Tivoli Policy Director) provides
a single source for sitewide authen-
tication. Identity management stan-
dards supported in WAS v5.0 include
Security Assertion Markup Language,
Kerberos, and XML digital signatures.
Further, WAS v5.0 supports Web
services security specifications. The
World Wide Web Consortium’s WS-
Security specification for Standard
Object Access Protocol extensions
enhances confidentiality and integ-
rity for applications using Web
services. WAS v5.0 allows for next-
generation, build-to-integrate, and
secure enterprise applications.

Benefit 6: Improve
Productivity

WAS v5.0 — through built-in,
programmable adapter technology
— allows for rapid development and
deployment of applications for Web

services and other enterprise mes-
saging. WAS v5.0 provides users with
the ability to deploy Web services
across multiple communication
protocols, such as HTTP, JMS, or Java
Remote Method Invocation/Internet
Inter-Orb Protocol. Multiple adapters
enable IT teams to realize the prom-
ise of Java’s “write once, run any-
where” capabilities by enabling J2EE
enterprise applications to seamlessly
interconnect with myriad Java tech-
nologies and protocols. This enables
organizations to work completely in
the Java environment, thereby side-
stepping enterprise infrastructure
compatibility problems and virtually
eliminating the requirement for cus-
tom coding.

WebSphere Studio develop-
ment tools such as the Application
Developer and the Enterprise
Developer leverage the open source
Eclipse framework and help integrate
third-party packages and vendor
tools. In turn, IT staffs are able to
increase their productivity by using
their preferred tools via Eclipse.

WAS v5.0 also supports content-
based routing, load balancing, and
distribution to achieve end-to-end
optimization of applications. When
combined with WebSphere Studio
tools to help facilitate faster develop-
ment, WAS v5.0 yields faster time-to-
market and increased ROL

Benefit 7: Gain Continued
WebSphere Support

IBM ended support for WAS v3.5
in Q4 2002 and support for VisualAge
for Java in 2003. Organizations that
continue their operations on WAS
v3.5 could face the additional risk of
not having IBM expertise available
to support their business operations.
Migration to WAS v5.0 guarantees
IBM support, along with compatibil-
ity with associated third-party tools
and vendor packages. Migration also
enhances connectivity to trading
partners, customers, and vendors
using the latest standards and tech-
nologies.

Benefit 8: Extend the
Enterprise

Organizations that have the WAS
v5.0 enterprise extensions will be

/WebSphere
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“Expasing existing processes
to an enterprise is a
challenging and difficult task”

better positioned to support service-
oriented architectures (SOAs). Simply
stated, SOAs enable organizations

to link software components to cre-
ate new business applications such
as an application for processing
customer orders. A key advantage

of SOAs, however, is that developers
are not required to spend inordinate
amounts of time writing new code
to create new business processes.
Rather, developers use standard pro-
tocols such as Web services to con-
nect components in order to build
new applications.

All versions of WAS v5.0 (Express,
Base, Network Deployment, and
Enterprise) support Web services
deployment. The WAS v5.0 Network
Deployment and Enterprise versions
also provide a Web services gate-
way, as well as a private Universal
Description, Discovery, and
Integration registry.

The support for Web services—
based SOAs includes process chore-
ography and application profiling.
Exposing existing processes to an
enterprise is a challenging and dif-
ficult task. Entering the enterprise
arena following migration to WAS
v5.0, by contrast, is a simple, auto-
mated process achieved through stan-
dard wizards and code generators.

Benefit 9: Flexible
Management Gapabilities
WAS v5.0 introduces a new
administration model that includes
a Web-based interface that admin-
istrators can manage from any Web
browser — providing more flexible
management capabilities. Neither a
client applet install nor a dedicated
machine is required for administra-
tion. Moreover, unlike earlier ver-
sions of WAS, all configurations are
stored in XML files instead of pro-
prietary repositories, which makes
configuration transparent. The
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plain-text, self-describing XML con-
figurations can be modified outside
the WAS administration console and
easily replicated to other WAS v5.0
installations.

Developers can also use addi-
tional tools to incorporate applica-
tion and network management in
the J2EE development environ-
ment via WAS v5.0 support for Java
Management Extensions (JMX). An
optional extension to the standard
Java Developer Kit, JMX can be used
in place of SNMP. A key benefit is
JMX'’s ability to facilitate the central-
ized management of J2EE objects
and provide added structure to
include performance management
early in the development process.

WAS v5.0 also provides the wsad-
min scripting framework for easy
access to server administration fea-
tures. Based on the open source Bean
Scripting Framework, WebSphere
Application Server’s wsadmin feature
allows for the automation of many
daily administrative tasks, which
frees administrators to focus on
other activities such as application
and deployment optimization.

Benefit 10: Enhance
Reliability, Scalability,
and Availability

WAS v5.0 uses cluster and work-
load dynamics to provide a high
level of scalability, availability, and
reliability. Its components and con-
figurations will support the ability to
deploy high-performance Web envi-
ronments. To eliminate a single point
of failure, organizations can facilitate
clustering by using the dispatcher
and content-based routing compo-
nents, multitier load balancing, and
Edge Side Includes caching. Further,
WAS v5.0 includes a security server
and a name server in every applica-
tion server process to increase the
protection of information.

Conclusion

Organizations are continu-
ally driving their IT departments to
extend their capabilities in order to
support expanded business require-
ments. IT departments, however, are
increasingly challenged to enhance
e-business capabilities with fewer
resources.

Given IT’s critical link to sup-
porting business operations, it is
essential that organizations use
infrastructures that integrate with
existing systems yet have the agility
to support new technologies. WAS
v5.0 provides organizations with the
open J2EE capabilities and myriad
enhancements that enable IT teams
to accelerate each phase of the
“build, run, manage” life cycle.
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WEBSPHERE STUDIO

BY TILAK MITRA

JAXB (Java Architecture for XML Binding) provides a
convenient way to bind an XML Schema to a representation
in Java code and makes it easy for developers to incorpo-
rate XML data and processing functions into applications
based on Java technology without having to know much

about XML itself.

t has been proven over the past few years that the

best form of information exchange (in a typical B2B

or B2C scenario) is through XML. There are various
XML-based standards (schemas) for both the horizontal
and vertical market sectors, and there are ongoing efforts
to move toward a standardized format.

With the proliferation of XML-based information
exchange, the industry will write lots of Java code to
consume XML Schema-based documents. JAXB (Java
Architecture for XML Binding) provides a convenient
way to bind an XML Schema to a representation in Java
code. This makes it easy for developers to incorporate
XML data and processing functions in applications based
on Java technology without having to know much about
XML itself.

This article will show developers how to utilize the
power, ease, and flexibility of JAXB from within the
WebSphere Studio Application Developer (referred to as
WebSphere Studio), while developing real-world enter-
prise applications. With JAXB, developers no longer need
to learn the intricacies of XML parsing techniques!

Although developers need not worry about XML pars-
ing techniques anymore, they may need to do some read-
ing up.

JAXB is built upon XML Schema, so a sound under-
standing of XML Schema is imperative in order to har-
ness the power of JAXB. Business domain objects and
their structural relationships can be well represented
through an XML Schema, provided you have a good
understanding of its power. The essence of JAXB lies in its
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customization of the XML Schema for Java objects. These
customizations follow the rules of XML Schema. Adding
JAXB customizations to a business domain object model
(represented in XML Schema) is simple once the hard
work of creating the schema is accomplished.

This article assumes you understand:
e XML Schemas (the more detailed the better)
° ]AXB
*  WebSphere Studio 5.1

You must have the following products to complete the
steps in this article:
e WebSphere Studio Application Developer 5.1
e Java Web Services Developer’s Pack (JWSDP v1.3)

While we are all familiar with WebSphere Studio,
JWSDP requires a little more introduction.

JWSDP from Sun Microsystems is a free integrated
toolkit you can use to build, test, and deploy XML appli-
cations, Web services, and Web applications with the lat-
est Web services technologies and standards implementa-
tions. JAXB is an essential part of this package. JWSDP 1.3
must be downloaded and installed (see the Development
Environment Setup section for a detailed explanation of
the process).

In object-oriented programming (OOP) there are two
pivotal concepts: classes and objects. Classes provide
the structure for software concepts or entities, whereas
objects are live instances of the classes. A similar anal-
ogy can be used in XML representation. An XML Schema
can be conceptualized as the allowable structure and
constructs that can be used in the creation of an XML
document (which conforms to the schema). The schema
(in XML) and classes (in OOP) are the conceptual build-
ing blocks, whereas documents (in XML) and objects (in
OOP) are live instances that conform to their respective
conceptual building blocks.

Working with Java objects and classes is fundamen-
tally different from working with XML. JAXB brings in the
idea of data binding, which creates a correspondence
between the XML schemas and the Java classes, and then
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utilizes the mapping to convert XML documents to and
from Java classes. The JAXB schema compiler creates
Java classes and interfaces based on the structure of the
XML Schema. JAXB libraries are used in marshaling and
unmarshaling. Marshaling is the process of turning one
or more Java objects into an XML document, whereas
unmarshaling is the reverse process — creating a Java
object from an XML document.

To use JAXB in a Java application the first step is to
run the JAXB compiler (XJC) to create the Java classes
and interfaces. For every element in the XML Schema,
one or two Java interfaces and corresponding imple-
mentation classes (which implement the interfaces) are
generated. The implementation classes are generated
in a package that is separate from the one in which the
interfaces are generated. Other than the interfaces and
the implementation classes, JAXB-specific classes are
generated to perform marshaling and unmarshaling, and
to create instances of the implementation classes, among
other things. (Note: The implementation classes are only
instantiated through a factory class generated by the
JAXB compiler). The two classes that are primarily used in
working with JAXB-created Java objects are:

* JAXBContext: Used for marshaling, unmarshaling, and
validating XML documents

e ObjectFactory: Used to instantiate the various imple-
mentation classes

The first step is to download and install the JWSDP.
As a part of JWSDP, the JAXB compile and runtime
libraries and executables are installed. The next step is
to download the JAXBTestEAR.zip file from www.sys-
con.com/websphere/sourcec.cfm and extract the con-
tents into the C:\temp folder. Next, create a new work-
space and import the JAXBTestEAR file:

Sl
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FIG 1: EAR FILE TYPES
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1. Create a folder called JAXB and another called work-
space under JAXB in the C:\ drive.

2. Open WebSphere Studio and point the workspace to
C:\JAXB\workspace.

3. Select File>Import from the WebSphere Studio menu.

4. Select the EAR file type to import (see Figure 1).

5. Browse the file system and select the JAXBTestEAR.ear
file. Click Finish.

6. The imported project in the J2EE Perspectives, Project
Navigator tab should look like Figure 2.

With the initial setup complete, the JAXB compiler
needs to be set up as an External Tool through the
WebSphere Studio menu.

1. Select External Tools from the WebSphere Studio menu
as shown in Figure 3.

2. Click New to create a new configuration. In the Main
tab, key in the Name, Location, Working Directory, and
Arguments as shown in Figure 4. (Browse the File sys-
tem and Workspace in order to obtain the values.)

3. Switch to the Resource tab and check the checkboxes.
Highlight the $resource Scope Variable and then
choose JAXBTest as the specific resource.

4. Click Apply to save the configurations. Click Run to run
the JAXB compiler (xjc.bat) and generate the Java class-
es and interfaces. The output in the output console will
resemble Figure 5.

This completes the setup of the development environ-
ment inside WebSphere Studio.

The example we will develop is a simple GUI menu-
ing system. A widget is a conceptual element that defines
the whole set of drawing components that constitute a
graphical user interface. Examples of widgets are rectan-
gles, squares, circles, and any other drawable visual com-
ponent. Our simplistic GUI consists of three visual com-
ponents in the form of rectangles, squares, and circles.
The Widgets component encapsulates a list of the visual
components (rectangles, squares, and circles) in any ran-
dom order. A client can construct the visual components
from a given XML document and then retrieve the details
of each visual component (to be used in any way the cli-
ent requires).

agutir * X Listing 1 illustrates
i | the XML Schema (for the

| = T MUt example scenario) in some
4] web Dugleymant Destroes | o4, The xs:annotation
I com e domamcbiscts element is a container
] Shaper fava for the xs:appinfo and xs:
documentation elements,
which contain additional
information. These two
elements are dedicated to
holding machine-process-
able (xs:appinfo) informa-
tion and human-readable
documentation (xs:docu-
mentation).
The section highlighted
in blue denotes the JAXB-
specific global custom-

FIG 2: IMPORTED PROJECT
ON THE PROJECT
NAVIGATOR TAB
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izations of the schema that are applicable to the entire
schema file. The section highlighted in red denotes the
JAXB-specific customizations in which the package where
the generated files will be placed is defined (in this case,
com.ibm.domainobjects).

In the globalBindings section the collectionType =
java.util.ArrayList is highlighted in blue. It denotes that
any Collections that are created inside the Java objects
all conform to the List interface in Java and are actual
instances of ArrayList.

The xjc:serializable element makes sure that all the
generated classes are serializable. (This is particularly
important when objects are sent and received over the
wire while data transfer between various application tiers
is performed.)

A superClass called Shape is also defined. This denotes
that all the elements defined in this schema have a com-
mon superclass called Shape. I show this here in order
to illustrate that the classes that are created from the
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schema can also refer to external classes, i.e., classes that
are not created by the JAXB compiler.

The definition of the Widgets element shows that there
is a property called “Widgets” that is defined. Had this
property not been defined, the binding compiler would
have autogenerated a name for the list of choices (for the
rectangles, squares, and circles). The autogeneration usu-
ally takes the names of the subelements and combines
them with “Or”. Hence the accessor name for the list
would have been something like:

java.util.List getRectangleOrSquareQrCircle();

Clearly this is not meaningful. The jxb:property
name=“Widgets” denotes that the accessor method will
be getWidgets, which is clearly much more intuitive than
the autogenerated name.

In the example, I will demonstrate:

1. How to set up the usage of the external JAXB compiler
from WebSphere Studio

2. How to use the JAXB compiler to generate Java inter-
faces and classes

3. How to create the Java classes from an XML document

4. How to instantiate Java classes, set their attributes, and
then generate the corresponding XML document (the
reverse of the previous step)

Various other customizing facets can be used in
an XML Schema. The detailed specification for JAXB
Customizations is found in the Resources section in
the links for the JAXB Specification, Customizing JAXB
Schemas, and Using JAXB.

The JAXB compiler is run only once. There is no need
to run it again if the schema is not changed. However,
if the schema undergoes any changes, then the JAXB
compiler preprocessing step must be executed again in
order to regenerate the Java interfaces and classes. In this
event, it is advisable to delete all of the generated classes
from a previous run of the JAXB compiler before running
this step again. This is particularly helpful in cases in
which elements in the schema are deleted. The generated
classes from the new run of the compiler do not delete
the old generated classes and hence some unused classes
from the previous version of the schema will be left
behind.

Once all the classes are generated, the fun begins, with
the bulk of the tedious (if you consider it so) setup work
already completed. It is time to use the generated classes
in order to convert XML documents into Java classes and
vice versa. We will concentrate on a client class called
JAXBTester. This class demonstrates two activities. It first
reads in a given XML document from which it creates the
Java object structure/tree.

JAXBTester has three methods. A brief explanation of

each of the methods is in order.

¢ createContext: Creates an instance of the JAXBContext
class from which we can get a handle to an instance of
the Unmarshaller and Marshaller instances.

e unmarshalllt: Accepts an XML document (which in
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our case is the “schema.xml” file found in the schema
folder under WebContent). It creates an instance of the
UIWidgets class (the root element in the XML docu-
ment), then invokes the getWidgets accessor method
on the UIWidgets instance and iterates through the list
of contained Widgets, retrieving the various Widget-
specific attributes in each iteration.

e marshalllt: Nllustrates how we can instantiate any ele-
ment in the XML Schema (for which there are gener-
ated Java objects), set the various attribute values, and
then add each object to its container. An instance of
ObjectFactory is used to create the various instances
of the Java objects, for example Rectanglelmpl,
CircleImpl, etc. The getWidgets method on the instance
of UTWidgetsImpl returns a handle to an instance of
a live List to which the child elements (instances of
RectangleImpl, SquareIlmpl, and CircleImpl) can be
added. Once the object structure is created, a single
method call on the instance of the Marshaller gener-
ates the XML representation of the object structure.

~ WEBSPHERE STUDIO

Notice how not a single line of XML-specific code
needs to be coded by the developer; the specifics of the
conversion are all contained inside the generated classes.

Before running the client class several steps must be
followed in sequence:

T Tl

FIG 5: JAVA CLASSES AND INTERFACES
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“Not a single line of XML-specific
code needs to be coded hy the

1. The JAXB compiler must be run to generate the Java
object tree. (This step should already have been com-
pleted.)

2. The import statements that are commented out in the
JAXBTester must be uncommented. The method bod-
ies of unmarshalllt and marshalllt that are commented
out need to be uncommented prior to compilation
of JAXBTester. These portions are commented out
because the classes that are referenced (both in the
import statements and inside the methods) are all gen-
erated classes. When the EAR file was imported, these
generated classes did not exist; hence, prior to Step 1
JAXBTester would not have compiled.

3. The value of the absPathToXML, which denotes the
path to the schema.xml file, must be changed (if
required) to reflect the path to the file in the file sys-
tem.

Now you're all set to run the sample and see the
results for yourself.

This article introduced you to the basics of JAXB. The
most important aspect of this article was the demon-
stration of how JAXB can be used in a J2EE application
and how the all development can be achieved from our
friendly and most loved IDE - WebSphere Studio.

The best way to learn JAXB is to get very familiar
and comfortable with XML Schema and then learn the
tricks of JAXB customizations. The best way to learn
XML Schema is to read a book on it, and then apply the
concepts in real-world scenarios, exploiting the various
features. (The O’Reilly book XML Schema is my favorite.)

e The Java Web Services Developer Pack 1.3: http:
//java.sun.com/webservices/downloads/
webservicespack.html

* Data Binding with JAXB: www-106.ibm.com/
developerworks/xml/edu/x-dw-xjaxb-i.html

e The JAXB Specification: http://java.sun.com/xml/
downloads/jaxb.html

* Customizing JAXB Schemas: http://java.sun.com/xml/

jaxb/users-guide/jaxb-custom.html
» Using JAXB: http://java.sun.com/xml/jaxb/users-

guide/jaxb-using.html

e Java Architecture for XML Binding (JAXB): http:
//java.sun.com/developer/technicalArticles/
WebServices/jaxb/index.html

Tilak Mitra is a certified IT architect in AlS, EAD Southeast sector, in the
Fort Lauderdale/Miami area. He specializes in mid- to large-range enter-
prise and application architectures based on J2EE, MQ, and other EAI
technologies. tmitra@us.ibm.com




LISTING 1

<?xml version="1.0" encoding="UTF-8> <xsd:schema xmlns:

xsd="http://www.w3.0rg/2001/XMLSchema”
xmlns:jxb="http://java.sun.com/xml/ns/jaxb”
jxb:version="1.0"
xmlns:domainObjects="http://www.ibm.com/
domainobjects”
targetNamespace="http://www.ibm.com/domainobjects”
xmlns:xjc="http://java.sun.com/xml/ns/jaxb/xjc”

jxb:extensionBindingPrefixes="xjc”>

<xsd:annotation>
<xsd:appinfo>
<jxb:globalBindings collectionType="java.util.
ArrayList”
fixedAttributeAsConstantProperty="true”
generateIsSetMethod="false”
enableFailFastCheck="false”
choiceContentProperty="false”
underscoreBinding="asWordSeparator”
typesafeEnumBase="xsd:NCName"”
typesafeEnumMemberName="generateError”
enableJavaNamingConventions="true”
bindingStyle="elementBinding” >
<xjc:serializable />
<xjc:superClass name="com.ibm.domainobjects.
Shape” />
</jxb:globalBindings>

<jxb:schemaBindings>
<jxb:package name="com.ibm.domainobjects” />
</jxb:schemaBindings>
</xsd:appinfo>

</xsd:annotation>

<xsd:element name="UIWidgets” type="domainObjects:
Widgets” />
<xsd:complexType name="Rectangle”>
<xsd:attribute name="width” type="xsd:integer”/>
<xsd:attribute name="height” type="xsd:integer”/>
</xsd:complexType>
<xsd:complexType name="Square” >
<xsd:attribute name="length” type="xsd:integer”/>

</xsd:complexType>

<xsd:complexType name="Circle”>
<xsd:attribute name="radius” type="xsd:integer”/>

</xsd:complexType>

<xsd:complexType name="Widgets”>
<xsd:choice minOccurs="0" maxOccurs="unbounded” >
<xsd:annotation>
<xsd:appinfo>
<jxb:property name="Widgets” />
</xsd:appinfo>

</xsd:annotation>

<xsd:element name="rectangle” type="domainObjects:

Rectangle” />
<xsd:element name="square” type="domainObjects:
Square” />
<xsd:element name="circle” type="domainObjects:
Circle” />
</xsd:choice>

</xsd:complexType>

</xsd:schema>

Weltphere

OURNAL

BOWSTREET \WWW.BOWSTREET.COM/EASY 978-863-1500 17
CYANEA WWW.CYANEA.COM/WSDJ/NOMOREMADNESS/HTML ~ 877-CYANEAS 7

H&W COMPUTER SYSTEMS WWW.HWCS.COM/WSJ1.ASP 800-338-6692 3
INFORMATION STORAGE -+ SECURITY JOURNAL WWW.ISSJOURNAL.COM 888-303-5282 33
T SOLUTIONS GUIDE WWW.SYS-CON.COM/IT 888-303-5282 37
JAVA DEVELOPER'S JOURNAL WWW.SYS-CON.COM/JAVA 888-303-5282 45
KENETIKS WWW.KENETIKS.COM 888-KENETIKS 11

MERCURY INTERACTIVE WWW.MERCURYINTERACTIVE.COM/OPTIMIZEJ2EE  800-837-8911 13

MQSOFTWARE WWW.MQSOFTWARE.COM/QNAMI 800-998-2858 21
NETIQ WWW.NETIQ.COM/SOLUTIONS/WEB 408-856-3000 52
PROLIFICS WWW.PROLIFICS.COM/WEBSERVICES 800-675-5419 2
QUEST SOFTWARE HTTP://JAVA.QUEST.COM/JPROBE.WDJ 800-663-4723 51
VERSATA WWW.VERSATA.COM/BUSINESSLOGICDESIGNER ~ 510-238-4100 29
WILY TECHNOLOGY WWW.WILYTECH.COM 888-GETWILY 5

Welbphere

OURNAL

INTEGRATION

HATS Off to Legacy
BY LOUIS J IACONA

PERSONALIZATION
Getting Personal
BY BHADRI MADAPUSI

INDUSTRY INSIGHT

Five Steps to Successful Strategic
Partnering

BY BUFLL DUNCAN

ILLUMINATING WEBSPHERE
Hunting Java Memory Leaks
BY LLOYD HAGEMO & RAVI KALIDINDI

www.SYS-CON.com/WebSphere




CODE CORNER
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BY BRAD BOULDIN
& KULVIR SINGH BHOGAL

-

The quest for increased application performance is a science in itself. IBM

WebSphere Application Server includes a powerful caching technology called the

dynamic cache service, which you can employ in your Web applications to dra-

matically improve performance.

n this article, we'll use the

dynamic cache service to

increase the performance of a
simple Web application. We will then
use Apache JMeter, an open source
load generator, to load-test our
cached application in order to mea-
sure the application performance
gains achieved by leveraging the
dynamic cache service.

As you will see, the potential
performance gains realized by using
the dynamic cache service can be
achieved with minimal effort. No
changes to your application code are
required, which means there is no
impact on application portability.

The dynamic cache service is
the name given to a set of services
provided by WebSphere Application
Server. The types of caching services
include servlet and JSP caching, a
Java object cache facility, a cache
for Web services, and a command
cache. In this introductory article our
example will focus on the use of the
servlet and JSP caching facility.

Our demonstration application
is implemented as a servlet that

/WebSphere

fetches a large piece of content

from a remote HTTP server, then
performs some text processing and
returns the result to the end user.
Our servlet grabs content from the
Gutenberg Web site, which hosts
downloadable books in ASCII format
(www.gutenberg.net). For those unfa-
miliar with the Gutenberg project,
this site hosts downloadable books
that have expired copyrights and are
therefore freely available.

Our example servlet will per-
form some text processing on the
downloaded book: it will italicize the
introductory section in the book’s
text that describes the Gutenberg
project. We will test the performance
before and after turning on caching
and then compare the results. Once
caching is enabled, the book will
be downloaded on the first servlet
request and presented to the user.
Subsequent servlet requests will be
served from the cache.

The servlet code (see Listing 1) is
simple and straightforward, and uses
standard Java packages and classes
to read, parse, and transmit the con-
tent.

The servlet opens a URL con-
nection to a book on gutenberg.net

(see Figure 1) and copies the output

to the servlet’s output stream. The

first section of the book contains the
Gutenberg preamble (disclaimers and
such), which the servlet puts in italics.
Once the servlet reaches the end of the
preamble (marked in the text stream
with ““END*” at the end of a line), the
servlet stops italicizing and switches

to a more readable font for books
(Times). The servlet also logs how long
it took to produce the result, which has
the side effect of showing us when the
servlet is called (versus served from
the cache). This will be handy once

we enable caching because the log

will show that WebSphere is using the
cached result and bypassing the servlet
call completely.

You can download an EAR file
containing the servlet and test the
performance on your own system.
The source code for this article
can be downloaded from www.sys-
con.com/websphere/sourcec.cfm.

To see the effect of using dynamic
caching in our application, we’ll
juxtapose the performance of our
application with and without caching
enabled. To study our application’s
performance, we'll leverage Apache
JMeter. It is beyond the scope of
this article to delve into the details
of how to use JMeter, but you can
learn more about how to use JMeter
at www.devx.com/webdev/Article/
17950/0. JMeter allows us to simulate
a load of requests against our appli-
cation server and measure subse-
quent performance.

We used JMeter v1.9.1 from http:
//jakarta.apache.org/jmeter. Our
test environment consisted of one
machine running WebSphere Studio
Advanced Edition 5.0.1 with the
WebSphere v5.0 Test Environment
on a Windows 2000 Pro machine
configured with a single AMD 3000+
processor and 1GB of RAM. We ran
JMeter on the same machine. Since
this example is “I/O-bound,” running
JMeter on another machine does not
significantly affect performance. We
used WebSphere Application Server
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5.0.1, but other versions will yield
similar results.

We configured JMeter with a “Jakarta
Users” thread group, using 5 threads
and 100 iterations (see Figure 2).

Under the thread group we added
an HTTP request to access our serv-
let. We used port 9080 to access our
servlet’s Web container directly (see
Figure 3). Figure 4 shows the results
of our baseline (precache) test.

It’s not too surprising that the
average servlet response time is
almost 15 seconds; it takes time to
process and transmit 901K of text.
Because each request takes so long
(by design), our throughput is a mere
18.7 requests per minute. Our next
step is to enable the dynamic cache
service and measure the perfor-
mance improvement.

Enabling the Dynamic
Gache Service in
WebSphere Application
Server

Enable the dynamic cache ser-
vice in the WebSphere administra-
tive console as follows: open the
administrative console, click Servers
> Application Servers in the naviga-
tion tree, click on your server, and
select Dynamic Cache Service under
Additional Properties. Select Enable
service at server startup in the
Startup state field and click OK.

Enable servlet
caching as follows:
in the adminis-
trative console,
click Servers
> Application
Servers in the
navigation tree,
select your server,
and click Web
Container. Check
the Enable servlet
caching check-
box under the
Configuration tab.
Click Apply or OK.

To complete
the configuration
changes, click Save
on the top menu
bar, click the Save
button, and then
restart the applica-

tion server. node will have to pull (request)
the data from other nodes. The
other options are not-shared,

shared-push, shared-pull, and a

Gonfiguring Our Servlet
to Use Dynamic Gache
To specify the
cache settings for our
servlet, we created a
cachespec.xml file (see
Listing 2), located in the
WEB-INF subdirectory
of our WAR file. Let’s take
some time to discuss
some of the cache set-
tings in this file.
e sharing-policy: We
set this to shared-pull,
which means that the
cached data will be
shared across nodes
in a clustered environ-
ment, and that each

Henudt Sl Lprescachs coomple Saemoll indeoms [ aploen

THE SERVLET OPENS A URL CONNECTION TO A BOOK ON
GUTENBERG.NET

CONFIGURING JMETER
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o s o e’ ey L

CONFIGURING THE HTTP REQUEST
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hybrid mode called shared-push-
pull. These options are described
in detail in the WebSphere
Application Server InfoCenter.
name: This is the URI of the servlet
to cache; it can be relative to the
Web application context root, as is
ours.

cache-id: This section describes
how WebSphere should build the
unique identifiers’ cache entries.
The components of the cache

ID serve as rules that the cache
manager uses to build a key value.
For servlets, there are nine types
of components that you can use
to build a cache ID construction
rule, giving you rich control over
what content in your application
is cached. In our example, we

used components consisting of
any parameters passed in on the
servlet request, the URI path, plus
a header field called “host” in the
request. At least one of these com-
ponents must be non-empty, oth-
erwise the dynamic cache service
will simply not cache the data for
that request.

* timeout: By specifying a time-to-
live value of 0, we specify that we
want our cache entry to live indefi-
nitely. Specifying a positive num-
ber would define the number of
seconds we want the cache entry
to exist in our cache.

We have only scratched the sur-
face of the configuration parameters
you can set for a cacheable object.
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Server continually moni-

tors the cachspec.xml file for
changes, so the changes will take
place immediately when you save
the file. You therefore don’'t need to
restart your enterprise application or
application server when you want to
make adjustments to your caching
strategy.

Once we saved our cachespec.xml
file in the WEB-INF directory,
WebSphere Application Server
noticed the new file, and wrote the
following line to System.out:

[2/2/04 17:09:50:812 CST] 435h6aba ConfigManager |
DYNAOOA4TI: Successfully loaded cache configuration file k:
\wsad\workspace5\Dynamic Cache Example\Web Content\
WEB-INF/cachespec.xml.

Then we reran our JMeter test.
Figure 5 shows the results.

We started with a throughput of
18.7 transactions per minute, and
with cachspec.xml in place we were
able to achieve quite a bit more: 568
transactions per minute. The aver-
age time to serve a request went from
14.9 seconds down to a speedy 0.416
seconds. The dramatic improvement
demonstrates the power of using
WebSphere’s dynamic caching service.

Our test servlet was deliberately
constructed to demonstrate a dramat-
ic effect, but most Web applications
that do any processing or back-end
calls will benefit substantially from
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FIG 6: THE CACHE MONITOR APPLICATION

using the dynamic cache service.

It’s important to point out that we
didn’t need to make any changes to
our servlet code. We simply created
a cachespec.xml file in our WEB-INF
directory and witnessed an immedi-
ate performance improvement.

WebSphere Application Server 5.0
ships with a Cache Monitor applica-
tion (see Figure 6) that allows you to
use a Web browser to view reports on
cache statistics, and also allows you
do things like view the cache IDs of
objects in the cache.

The Cache Monitor is located in
the <WAS_ROOT>/installableApps
directory (CacheMonitor.ear) and
is easy to install and use. After you
have installed the Cache Monitor

enterprise application, open the URL:
http://<your server>:<your port>/
cachemonitor. You can use the Reset
Statistics and Clear Cache buttons

to clean out the cache and get ready
for another load test after you tweak
the caching policy settings in your
cachespec.xml file. This saves time,
since you won't have to restart the
application server between load tests.

Conclusion

Java servlets and JavaServer
Pages are typically used to present
dynamic content to a Web site visi-
tor. WebSphere Application Server’s
dynamic cache service can be used
to serve requests for content from an
in-memory cache. Servlet output is

“To see the effect of using
dynamic caching in our application,
we’ll juxtapose the performance of

our application with and
without caching enabled”
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stored in memory, expediting deliv-
ery to the end user.

In this article, you used the dynam-
ic cache service offerings on a Web
application and witnessed the added
performance benefits using Apache
JMeter. The process of enabling
WebSphere Application Server’s
dynamic cache service and modifying
your Web application to use dynamic
caching is rather simple. Leveraging
these highly configurable caching
options should be a major consid-
eration for organizations trying to
squeeze the most performance out of
their application servers. You can learn
more about the dynamic cache service
in the WebSphere Information Center.

Resource:

e Using the dynamic cache service
to improve performance: http:
//publib.boulder.ibm.com/
infocenter/wasinfo/
index.jsp?topic=/
com.ibm.wasee.doc/info/ee/ae/

tprf dynamiccache.html
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LISTING 1

package com.ibm.example;

import
import
import
import

import

public

java.io.*;
java.net .URL;
java.util.Date;
javax.servlet.*;

javax.servlet.http.*;

class BigResultServlet extends HttpServlet {

public void doGet (HttpServletRequest req,

HttpServletResponse resp)

throws ServletException, IOException {
System.out.println(“"BigResultServlet.doGet (
) starting”) ;

long start = System.currentTimeMillis() ;

resp.setContentType (“text/html”) ;

// open up a URL connection to our book
URL bigData = new URL(“http://
www.gutenberg.net/etext96/0livrl0.txt”) ;
sun.net.www.content.text.PlainTextInputStre
am inputStream =
(sun.net.www.content.text.PlainText

InputStream) bigData.getContent () ;
BufferedReader dataln = new
BufferedReader (new InputStreamReader (input
Stream) ) ;

ServletOutputStream output =

resp.getOutputStream() ;

output .println (“<!DOCTYPE HTML PUBLIC \"-//
W3C//DTD HTML 4.01 Transitional//EN\”>");
output.println (“<HTML>") ;
output.println (“<HEAD>") ;
output.println(“<title>Big Result Servlet
- Dynamic Cache example</titles>");
output.println (

“<meta http-equiv=\”Content-Type\”
content=\"text/html; charset=iso-8859-1\"
/>");

output.println (“<BODY>") ;

output.println (“<PRE><I>") ;

String line = datalIn.readLine() ;
while (line != null) {
// if we reach the end of the
// preamble, stop italicizing
// and switch the font
if (line.endsWith (“*END*”)) {
output.println(line) ;
output.println(“</I><font
face=\"Times New Roman\”>") ;
} else {
output.println(line) ;
1

line = dataln.readLine() ;

output.println(“</PRE></FONT>") ;

output.println(“</BODY></HTML>") ;

long end = System.currentTimeMillis() ;
System.out.println (“BigResultServlet.doGet (

) duration in millisec:” + (end - start));

}

LISTING 2

<?xml version="1.0" ?>

<!DOCTYPE cache SYSTEM “cachespec.dtd”>

<cache>
<cache-entry>
<class>servlet</class>
<sharing-policys>shared-pull</sharing-policy>
<name>/BigResultServlet</name>
<cache-id>
<component id="*" type="parameter”>
<required>false</requireds>
</component >
<component id="" type="pathinfo”>
<required>false</requireds>
</component >
<component id="host” type="header”>
<required>false</requireds>
</component >
<timeout>0</timeout>
</cache-id>
</cache-entry>

</cache>
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SECURITY

BY JEFF DEMENT

e
ure Mess

With the rise of asynchronous messaging comes the need
for securing message flows in WebSphere MQ. This article
discusses the architecture of WebSphere MQ, along with-
some options available for securing an asynchronous com-

munications infrastructure.

oday’s business environment is becoming more
Tand more complex, and the demands on the IT

department to support increasing numbers of
enterprise initiatives are growing in lockstep. One area
drawing significant attention is communications, both
between applications within the enterprise and between
applications that span companies. While communica-
tions over the Internet have traditionally been character-
ized in terms of HTTP (browser/Web server, and more
recently, Web applications running over SOAP), other
communication styles are often more efficient and/or
more appropriate.

Asynchronous messaging is a popular and effective
communications paradigm for integrating applications
within the enterprise as well as facilitating electronic
business relationships that span enterprise boundar-
ies. Nevertheless, as with all forms of communications
(see sidebar on XML), security is the critical requirement
—and the level of trust that can be established is often the
major determinant of the business value the integration
returns to the enterprise.

In this article I will describe the integration of X.509
digital certificates and messaging to create a trustworthy
mechanism for the exchange of sensitive business infor-
mation. In particular, I will describe in some detail the
architecture of IBM’s WebSphere MQ (formerly known as
MQSeries), with an emphasis on the options for securing
message flows using capabilities enabled by aspects of
VeriSign Intelligence and Control Services — public key
cryptography, digital certificates, and public key infra-
structure (PKI).

Introduction to IBM WebSphere MQ

T'will describe a secure asynchronous communica-

www.SYS-CON.com/WebSphere

Creating a trustworthy mechanism for information exchange

tions infrastructure. WebSphere MQ commands between

70-80 percent of this market and will be the sole focus of

this article. This section provides a gentle WebSphere MQ

introduction; a more detailed description comes later.
With deep apologies to IBM development, WebSphere

MQ can be likened to an e-mail system on steroids.

Although this analogy is a gross simplification, an e-mail

system has a message sender and receiver (neither must

be online or connected for the other to do useful work),
both sender and receiver have a mailbox, to hold mes-
sages pending transmission or processing respectively,
and sender and receiver are connected through a com-
munications medium (most likely TCP).

Figure 2 illustrates a much-simplified WebSphere MQ
architecture (analogs to an e-mail system are obvious;
queues equate to mailboxes and the queue manager/
MCA [message channel agent] combination functions
much like the sendmail daemon):

* Queue manager: Controls the WebSphere MQ envi-
ronment on a particular machine, facilitating mes-
sage transfer from the business application through a
queue, onto a communications channel vis-a-vis the
message channel agent.

* Queue: A (temporary or permanent) holding area for
messages (i.e., before they are put onto the communi-
cations medium at the sending machine, or consumed
by the application on the receiving machine).

* Message channel agent: Deals with the complexity of
the communication protocol and manages the guaran-
teed delivery of messages from the sending machine to
the receiving machine.

e Channel: The pipe that connects two communicating
WebSphere MQ machines - typically TCP, but other
protocols (such as SNA) are supported.

Message queuing is a method of application-to-appli-
cation communication. Applications communicate by
writing/reading application-specific data (messages)
to/from queues, without having a dedicated synchro-
nous link between them. Messaging means that pro-
grams communicate with each other by sending discrete
amounts of data in messages to some intermediary,
and not by calling each other directly (unlike the RPC
paradigm — remote procedure calls). Queuing implies
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that applications communicate through queues, which
removes the requirement for both sending and receiving
applications to execute concurrently. In other words the
sending and receiving of messages is asynchronous; there
is no time dependency between sending and receiving
except that which may be imposed by the applications
themselves.

WebSphere MQ is IBM’s implementation of messag-
ing. WebSphere MQ-enabled applications use a con-
sistent Application Program Interface (API) across all
platforms. The application communicates directly with
its local queue manager by using the Message Queuing
Interface (MQI). The MQI is a small API with only 13 calls
that request services from the queue manager.

The typical programmatic flow of WebSphere MQ is
shown in Figure 3. The first step is for the application to
connect to the queue manager. It does this through the
MQConnect call. The next step is to open a queue for out-
put using the MQOPEN call. The application then puts its
data on the queue using the MQPUT call. To receive data
the application will also call the MQOPEN call to open an
input queue. The application will receive data from the
queue using the MQGET call.

Also shown are the message channel agent, channel
exits, and Object Authority Manager (OAM). The MCA
is the WebSphere MQ program that moves the mes-
sages from the local transmission queue on the sending
machine to the target queue manager on the receiving
machine using existing transport services. The most
commonly used transport services are TCP/IP and SNA.
The channel exits are user-written programs that can be
executed from one of a defined number of points in the
program execution flow during channel operation. The
OAM is the default authorization service (which is oper-
ating system specific) for command and object security.
These three components are important for existing secu-
rity solutions for WebSphere MQ.

EXISTING SECURITY CAPABILITIES
WITHIN WEBSPHERE MQ
Existing security capabilities within WebSphere MQ

are in three components: the OAM, channel exits, and

(available with the current release, v5.3) SSL channels.

1. The Object Authority Manager (OAM): WebSphere MQ
uses the OAM to provide access control functionality
(i.e., authorization services). The OAM maintains an
access control list for each resource that it controls.
The OAM is passed a principal, a resource name, and
an access type request. It will either grant or reject
access based on its internal access control list.

2. Channel exits: WebSphere MQ chan-
nels provide three exit points where

routines operate in pairs.

—Message exit: Used for link encryption (such as SSL),
validation of user ID, and auditing. A message exit is
invoked once per message on each side of the channel,
that is, after the message is taken off the transmission
queue and before the message is put on the target
queue.

-Send and receive exit: Used for data encryption and
compression. These exits are called once per message
segment. The data available to the exit program is part

of the message.

Channel exits are commonly
used to protect data. They can
provide data encryption, data
integrity, and message origin
authentication. The data protec-
tion is on a machine-to-machine
basis and operates at the trans-
port (communications protocol)
level, not the application layer.

3. SSL channels: New in WebSphere
MQ v5.3 is a capability called SSL
channels. As the name implies,
this is functionality that imple-
ments standard SSL over TCP/IP.
This feature provides channel
authentication, data encryption,
and data integrity for MQ mes-
sages on the wire (i.e., as they
travel from MCA to MCA over a

XML, A MIXED BLESSING

It is important to understand the (perhaps not so) subtle
impact of using XML to encode WebSphere MQ mes-
sages. Figure | shows a string of digits being snooped

by an unauthorized individual eavesdropping on the
channel, but without a detailed knowledge of the sending
or receiving application and more specifically the data
formats being exchanged, it is difficult to ascribe any
meaning to the top flow.

On the other hand, the identical data flowing in the XML
self-describing format makes the job of data interpreta-
tion much easier. XML places business context (i.e.,
meaning) around an otherwise incoherent sequence of
numbers. XML facilitates many benefits to a corporation
(such as application decoupling), nevertheless all other
things being equal, XML may increase the security
requirements for transmitting confidential data.
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FIG 1: XML, A MIXED BLESSING

security functionality may be added
(in fact, these exits can be used to
implement any desired functionality,
for example message compression):
—Security exit: Used for authentica-
tion of the partner MCA. The exit is
invoked at MCA initiation and termi-
nation, and at channel startup after
initial negotiation, but before any user

Applicailon

data is exchanged. These channel exit FIG 2: SIMPLIFIED MESSAGING ARCHITECTURE
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TCP connection) but has no effect on messages in the
sending or receiving queues.

Architectural Perspective

on Enhancing WebSphere MQ Security
This section describes potential integration points for

enhancing or extending WebSphere MQ security from an

architectural perspective. Figure 4 highlights the specific

points where security can be integrated.

MODIFY THE APPLICATION

Integration Point 1 positions security policy (imple-
mented with programming logic) within the application,
which is generally considered a bad idea from a security
standpoint. On the other hand, it also means the applica-
tion has complete control over which security services
are provided and at what granularity.

REPLACE THE MQI LIBRARY
OR MODIFY ITS BEHAVIOR

Integration Point 2 can be implemented with either of
two fundamental approaches:

1. Replacing (or displacing) the standard WebSphere MQ
library that provides the MQI interface with a new
library that provides security services

2. Extending the MQI by taking advantage of WebSphere
MQ API Exits, a general-purpose framework for modi-
fying the behavior of any MQI call

The first approach would generally represent a ven-
dor-provided solution, while the second could be a
vendor-provided solution or a customer roll-your-own
alternative.

OBJECT AUTHORITY MANAGER
Integration Point 3 is included in the interest of com-
pleteness and represents existing OAM functional-
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FIG 3: HIGH-LEVEL WEBSPHERE MQ ARCHITECTURE

ity, i.e., authorization to WebSphere MQ resources.
On the mainframe equivalent OAM functionality is
implemented with RACF (Resource Access Control
Facility).

CHANNEL EXITS

Integration Point 4 also represents an exist-
ing WebSphere MQ security capability, although
out-of-the-box exits are simply exit points (archi-
tectural placeholders) that customers can use to
implement security either by purchasing a chan-

ﬁ nel exit-based security product or by writing one
themselves.

> TERRERE
CHANNEL OVERLAY

Integration Point 5 implies the imposition of a
security service at the channel level, essentially tun-
neling WebSphere MQ messages inside a VPN-style
service.

Practical Solutions to Enhance
WebSphere MQ Security

@)

This section maps various practical
solutions into the architecture by describing
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some of the WebSphere MQ security products
available today from IBM.

MS8I1 - WEBSPHERE MQ
INTERNET PASS-THRU (MQIPT)

Irspasr = pairwy sy L0}

WebSphere MQ Internet Pass-Thru

(MQIPT) is a WebSphere MQ base prod-

uct extension (freely available SupportPac)
that can be used to implement messaging
solutions between remote sites across the
Internet. It makes the passage of WebSphere
"‘ MQ channel protocols into and out of a fire-

1

FIG 4: WEBSPHERE SECURITY INTEGRATION POINTS

/WebSphere

wall simpler and more manageable by tun-
neling the protocols inside HTTP or SSL or by
acting as a proxy.

If the SSL option is chosen, this product
fits cleanly into Integration Point 5 in Figure
4, intercepting WebSphere MQ message flows
and tunneling them through an SSL connec-
tion.
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WEBSPHERE MQ V5.3 SSL CHANNELS

WebSphere MQ v5.3 has added new security function-
ality that provides (out-of-the-box) the ability to transmit
messaging through a secure SSL connection. There is no
intervening gateway; this is a new channel type built into
the base product that provides for encryption of all mes-
sages flowing on this channel. This option also represents
a solution that works at Integration Point 5.

WEBSPHERE MQ V5.3 API EXITS

WebSphere MQ API exits let you write code that changes
the behavior of WebSphere MQ API calls such as MQPUT
and MQGET. API exits are conceptually identical to the well-
known WebSphere MQ channel exit capability discussed
earlier, but operate at a much lower level in the WebSphere
MQ code stack. The notion is to insert code immediately
before or after any MQI call, and then the queue manager
drives this exit code to the registered entry points. This tech-
nology works at Integration Point 2 in Figure 4.

Access Manager for Business Integration

IBM Tivoli Access Manager for Business Integration
(TAMBI) also fits into the WebSphere MQ architecture at
Integration Point 2; this is clearly shown by its compo-
nent architecture (see Figure 5).

TAMBI provides a set of multithreaded, shared librar-
ies that execute in the process space of each WebSphere
MQ application, and a per-machine daemon for man-
aging functions common across all MQ-enabled appli-
cations on that machine. TAMBI libraries intercept
WebSphere MQ API calls, enabling WebSphere MQ appli-
cations to be secured without modification. Calls made
by the application to WebSphere MQ for services are cap-
tured by the interceptor, which performs the following
four core functions:

1. An authorization check on the request for WebSphere
MQ services (i.e., should this action be permitted).
2.Based on security policy, encrypt and/or digital-
ly sign the message before placing the message
on the queue on the sending machine.

FIG 5: TAMBI ARCHITECTURE
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3.Based on security policy, decrypt and/or vali-
date the signature on the message before pre-
senting the message to the receiving applica-
tion.

4.Audit the message flows based on the authenti-
cated application (or user) PKI identity.

The interceptor obtains policy information
from a master policy server that is managed by
an administration console called the Web Portal
Manager (a WebSphere Application Server-hosted
application).

TAMBI uses public key cryptography to pro-
tect WebSphere MQ message data from viewing
by unauthorized parties (encryption) and from
undetected tampering (digital signatures). This
data protection is applied while messages are
in a queue, as well as on the wire traveling from
WMQ machine to WMQ machine In other words,
true application-to-application-level security.

It also provides an audit trail of (configurable)
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WMQ events. Finally, because of its integration
with Tivoli Access Manager, Access Manager

for Business Integration provides a centralized,
enterprise-wide authorization capability on all
WebSphere MQ resources (queue managers and
queues).

g TSI "IMI Ev:lgis,gggl;enmn Security Options

Table 1 gives a short comparison of the major
advantages and disadvantages of implementing
some/all security services at the five WebSphere
MQ security integration points. This analysis looks
at both the architecture as well as the existing
implementations discussed above.

Case Studies

The remainder of this article uses the concepts
discussed so far in the context of solving two real-
world customer problems. More specifically, these
case studies demonstrate the use of a software
offering called “IBM-VeriSign Solution for Secure

2 00 4




e-business Integration” (affectionately known as Trusted
MQ) to create secure messaging environments for two
customers.

TRUSTED MQ

Trusted MQ addresses a very familiar problem space
(although not necessarily familiar to the business mes-
saging world that WebSphere MQ serves) by marrying a
collection of technology and expertise in security from
two premier companies in this space, IBM and VeriSign:
*  WebSphere MQ SSL channels
e TAMBI
e VeriSign Managed PKI
e Consulting services

Trusted MQ uses IBM PKI-enabled products and
VeriSign X.509 digital certificates to provide authentica-
tion (application-to-application or channel-to-channel),
data confidentiality through strong encryption, data
integrity, digital signatures, and auditing capabilities —
that can selectively be brought to bear to solve customer
security problems in their WebSphere MQ infrastructure.

GUSTOMER A

Customer A’'s environment was built around a very
common WebSphere MQ hub-and-spoke architecture,
although the complication here was that the customer
operated in all 50 states in the U.S. and had two process-
ing centers — one on the East Coast and one on the West
Coast.

All applications homed in one of the hubs, and all
applications were hosted in one of the two data centers.

Due to the distribution of the data, most WebSphere
MQ traffic was confined to one (or the other) data cen-
ter, but a small percentage — which still amounted to
thousands of messages per day — required access to
application(s) on the other hub. This traffic was initially
sent in clear text that represented a clear exposure to the
customer. In addition, because each hub represented
a mission-critical processing point in the enterprise it
was mandatory that only the New York hub was allowed
to communicate with the LA hub, and vice versa. Rogue
applications could not be allowed to connect to a hub,
possibly impacting availability or worse.

WebSphere MQ SSL channels and VeriSign were cho-
sen to solve this customer’s security problems by provid-
ing the following features:

e SSL v3 using mutual authentication. One queue man-
ager on each hub was provided a VeriSign X.509 digital
certificate; its partner on the other hub validates the
certificate (including certificate revocation list check-
ing) and checks for an authorized distinguished name
before allowing the channel to start.

* SSL provides the strong encryption needed to assure
the necessary data confidentiality for the customer’s
sensitive data as it traverses the Internet.

GUSTOMER B

Customer B had a much more modest WebSphere
configuration, only three machines arranged in a bus
architecture. However, all three applications exchanged
messages representing high dollar value business trans
actions. Volume was low, but the data was extremely sen-
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INTEGRATION ADVANTAGES DISADVANTAGES
POINT
1 Flexibility; the application has Vendor lock-in because of the use
(Modify the application)  complete control over the security of proprietary APls
functions provided and their granularity
Messages can be protected on the Embeds security policy (security
queues as well as on the channel knowledge/rules) in the application
(end-to-end from a WebSphere MQ
perspective) Requires modification to the
application at hoth ends to
implement or modify security policy
2 Application transparency; the application Security is less granular than
(Replace or extend the continues to code to the native at the application level
underlying MQI WehSphere MQ API
implementation) Introduces some unique service
No security knowledge/rules in the and configuration issues
application and security policy can be
changed without impacting the application
Messages can be protected on the queues
as well as on the channel (end-to-end from
a WebSphere MQ perspective)
3 Out-of-the-hox capability with Access control only
(Object Authority Manager) WebSphere MQ
Labor intensive
Application transparency
No centralized administration
or enterprise view of security
4 Application transparency Less flexible and granular
(Channel exits)
Channel authentication is a one-time Generally an all-or-nothing solution,
startup cost not based on user, message,
or queue
Software distribution issues
Messages in clear text while at rest
in the sending/receiving queues
5 Application transparency Less flexible and granular
(Overlay security
on the channel) Channel authentication is a one-time Generally an all-or-nothing
startup cost solution; not based on user,
message, or queue
Performance will be better than
performing security on a per message Messages in clear text while at rest
basis (1 and 2) in the sending/receiving queues

TABLE 1: ADVANTAGES AND DISADVANTAGES OF IMPLEMENTING SECURITY
SERVICES AT THE FIVE WEBSPHERE MQ SECURITY INTEGRATION POINTS

sitive and needed to be protected at an application-to-
application level.

In other words the message needed to be protected
from unauthorized viewing or modification from the
moment it left the sending application until the message
was processed by the receiving application, including all
time spent at rest in intervening queues.

Company audit requirements specified that every
message needed to be audited (who sent it and when,
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who received it and when, how was it pro-
tected). The messages needed to be encrypted
(eavesdropping by company employees was as
much a concern as external hackers) and only
authorized programs could be permitted to
read/write messages from the queues.

IBM Tivoli Access Manager for Business
Integration and VeriSign Managed PKI were

e
Avevaw Manager for Busines itegraton

FIG 7: WEBSPHERE MQ PROBLEM SPACE
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chosen to meet these customer security

requirements:

e TAMBI provides for digital signatures and
encryption of each message (security policy
is specified on a per/queue basis, in this
case each application had only one queue).

¢ TAMBI audits each message based on the
application’s PKI identity (as defined in their
X.509 certificate); these records contain a
message identifier, sender or receiver iden-
tity, time stamp information, security policy
applied, and other information.

¢ TAMBI provides a robust authorization ser-
vice (access control to queues) guaranteeing
that only the authorized application was
allowed to PUT (write) or GET (read) mes-
sages from the respective queues.

e VeriSign's Managed PKI offering provided the
software and services necessary for this cus-
tomer to establish its own private certificate
authority to issue certificates.

Summary
As with any technology that transmits
potentially sensitive or high-value information
over insecure networks (and they are all inse-
cure at some level) multiple dangers exist:
e Unauthorized viewing of the information
¢ Unauthorized modification of the informa-
tion
¢ Lack of auditability of the information flows
e Lack of assurance of who the communicat
ing partner really is
e Unauthorized access to the communications
medium

The architecture of WebSphere MQ was
explored at some depth to illustrate the design
points where security services could be inte-
grated to address these dangers. Finally, real-

" . .
w sEnll world solutions were presented in the form of
— T case studies using typlcal customer scenarios.
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WEBSPHERE COMMERCE

Using WebSphere Commerce to generate reports
from archived user-traffic and sales data

Keep a Finger on the
Pulse of Your Business

BY SAPNA MAHWAL

This data is periodically cleaned with
the help of scripts such as dbclean,
which are supplied with the product.
Although needed to optimize per-
formance, these cleanups may cause
loss of data needed for future busi-
ness intelligence. We advise running
simple scripts on the database before
running the dbclean utility to archive
historical usage records. This is valu-
able information that can help sales
and marketing departments evaluate
trends and determine business direc-
tion.

& RAHUL KITCHLU s

IBM WebSphere Commerce software provides powerful sell-side solutions to

J‘i‘l.‘ handle the challenges encountered in customer and trading partner

environments. It can implement B2C, B2B, or private exchange business models
using open, industry-accepted standards. With the introduction in WebSphere

Commerce of hosted business models that handle extremely high volumes of

traffic, it becomes especially important to archive sales and user-traffic data.

his article briefly describes the
T data back end of a WebSphere

Commerce application, high-
lights a typical solution to archive
useful information from this data,

and displays that information using
WebSphere Commerce.

Environment Details

A typical environment for such an
application is a three-tier setup that
contains an HTTP server at the front
end to channel incoming requests, a
middle tier powered by WebSphere
Commerce, and a relational database
management system, which hosts
the back-end data and maintains
persistence. Our solution uses IBM
DB2 Universal Database.

IBM WebSphere Commerce
delivers a market-leading B2B com-
merce solution to optimize customer
and channel interactions, generate
increased revenue, reduce costs and
cycle times, and improve customer

loyalty.

IWebSphere

DB2 Universal Database is IBM’s
relational database management
system for AIX, Linux, HP-UX, Sun,
and Windows. DB2 database software
marks the next stage in the evolu-
tion of the relational database: it is
the industry’s first multimedia, Web-
ready relational database manage-
ment system delivering leading capa-
bilities in reliability, performance,
and scalability.

IBM HTTP Server can be the
foundation of any e-business appli-
cation. IBM e-business software,
such as the WebSphere family of
products, is designed to operate with
many popular Web servers.

The sample scripts were tested on
WebSphere Commerce on the 2000
platform with DB2.

Overview

High-volume Web sites powered
by WebSphere Commerce extract
incoming user requests and store
this data in a relational back end.

This article describes a method
for extracting and archiving such
data and using it to generate a
WebSphere Commerce report. It
provides sample SQL scripts to create
and populate the archive tables and a
simple report to view these archives.
Though the example in this article is
specific to the hosted store business
models available with the latest ver-
sion of WebSphere Commerce, you
can easily modify it to suit other sce-
narios.

Process - User Traffic
Logging in DB2

Enabling User Traffic Logging in a
hosted WebSphere Commerce appli-
cation populates the USRTRAFFIC
table in the back-end database by
recording user activity at a site level.
For more information about logging,
see the online help for WebSphere
Commerce at www.ibm.com/
support/docview.wss?uid=swg270018
53.

For a typical site, the
USRTRAFFIC table grows fairly rap-
idly. It needs to be cleaned periodi-
cally to maintain site performance.
The dbclean utility provided with
WebSphere Commerce removes all
entries from the USRTRAFFIC table
by default.

Solution -

Data Extraction Script
Before running the dbclean script

on the database, use the SQL script

included in the source code (avail-
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able for download from www.sys-
con.com/websphere/sourcec.cfm)

to easily extract the information to
be archived. To have a complete and
accurate set of historic user-traffic
and sales data, run this script at the
beginning of each month, and then
run dbclean to clean up the database
and optimize its performance. The
script extracts user-traffic and sales
data for the previous month. It is a
simple example that you can easily
customize for specific business sce-
narios.

This script first defines a table in
the database called ARCHIVE_WCS.
This table contains rows and col-
umns extracted from the database
schema used to store user data.

Once you have run the scripts
the data will be defined as shown in
Figure 1. Note: You can make changes
to the script provided to modify this
table according to your require-
ments.

Next, this script runs some pre-
defined SQL data-extraction queries.
Listing 1 creates the archive table,
and Listing 2 populates the archive
table. The following SQL command
reorganizes the ARCHIVE_WCS table
to optimize performance:

reorg table ARCHIVE_WCS inplace
allow read access notruncate table

resume

The following SQL command
extracts records from the archive
table:

select * from ARCHIVE_WCS;

This SQL command drops the
archive table:

drop table ARCHIVE_WCS;

Using the Sample Report

Now that the user data has been
extracted to the newly created table,
we will walk you through the cre-
ation of a sample report program
you can write to graphically view
this archived data. The sample
report program is available for
download as part of the source file.
To enable it on your system, take the
following steps.

Note: In the following section,
<INSTALL_ DIR> refers to the direc-
tory in which WebSphere has been
installed; <instance_name> refers
to the name of your Commerce
instance.

ernsReportDialog” file="reporting/

UserTrafficPatternsReportDialog.x

ml” />

<resourceXML name="UserTraff

icPatternsReportOutputDialog”

file="reporting/UserTrafficPattern

sReportOutputDialog.xml” />

1. Place the report pages in the
appropriate directories. XML files
should be placed in <INSTALL_
DIR>\CommerceServer55\
xml\tools\reporting. JSP files
belong in the <install_dir>\
AppServer\installedApps\
studio\<instance_name>.ear\
CommerceAccelerator.war\tools\
reporting directory.

3. Add the text strings used in your
report to the appropriate .prop-
erties file. Modify Reports_en_
US.properties in the <INSTALL _
DIR>\AppServer\installedApps\
studio\<instance_name>.ear\
properties\com\ibm\commerce\
tools\reporting\properties direc-
tory by pasting in the lines shown
in Listing 3.

2. Register the report xml resourc-
es in the file resources.xml. 4. Register the report “view” com-
Navigate to the <INSTALL_DIR>\ mands to the database by run-
CommerceServer55\xml\tools\ ning the SQL code shown in
reporting\ directory and modify Listing 4.
resources.xml by pasting in the fol-
lowing lines:

5. Add access control. For each of
the views registered into the back-
end database in the previous step,
insert one row into the ACACTION
table. Check the current maximum
acaction_id value by running the

<resourceXML name="UserTrafficPatt
ernsReport” file="reporting/UserTr
afficPatternsReport.xml” />

<resourceXML name="UserTrafficPatt
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FIG 2: USER TRAFFIC PATTERNS REPORT
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following SQL command in a DB2
command window:

db2 select max(acaction_id)

from ACACTION >

Our result was 11928. Now verify
the current key table value for the
table ACACTION by running the
following SQL command:

db2 select counter from keys

where tablename='acaction’ >

Our result was 11950. If you add
enough rows to exceed the result
obtained from the last step, you
must update the keys table value
for the table. For example, in
our instance, if we had inserted
enough rows into the ACACTION
table to exceed the value of the
counter in the table keys where
tablename = acaction, we would
have run the following SQL to
update the keys table:

db2 select max(acaction_id)

from ACACTION

Our result was 11950. Increment
the result obtained from the previ-
ous command to maintain unique-
ness in the keys table. We changed
our value to 11965.

db2 update keys set counter =
11965 where tablename = ‘acac-

tion’

Run the SQL code shown in Listing
5 from a DB2 command window to
add access control.

. Add your report to the accelerator

menu to access it:

Edit <INSTALL DIR>\
CommerceServer55\xml\tools\
reporting\OperationalReportsCont

ext.xml.

Add the text shown in Listing

6 to the appropriate context
tag, then add the text for the
tag above to <INSTALL_DIR>\
CommerceServer55\properties\
runtime\com\ibm\commerce\
tools\reporting\properties\

/WebSphere

OperationalReportsNLS_en_ with WebSphere Commerce. You
US.properties (see Listing 7). can easily modify and extend this
7. Restart the WebSphere Commerce simple example to make it more

D

instance. robust. &
8. View the report (see Figure 2). Sapna Mahwal is a software specialist with
IBM Software Services for WebSphere. Sapna
Sl.lmmal'v has worked on the Commerce, Studio, and

This article provided detailed Services teams for the WebSphere family of
instructions on how to consolidate  products. smahwal@us.ibm.com
and archive user traffic and sales
data. Storing data in this form is
more efficient and can improve
the performance of your produc- IBM's Toronto Software Lab, Canada. Rahul is
tion site. This archived data was
displayed in the GUI using the
reporting framework provided

Rahul Kitchlu is a software engineer with the

DB2 Technical Integration and Planning team at

an IBM Certified Solutions Expert, and his cur-
rent focus is database technologies integration.
rkitchlu@ca.ibm.com

LISTING 1

create table ARCHIVE WCS
(STOREENT_ID int not null,
YEAR int,

MONTH int,

TOTALVISITS int,
TOTALSESSIONS int,
DISTINCTUSERS int,
TOTALORDERS int,
GROSSSALES decimal (10,2));

LISTING 2

insert into ARCHIVE_ WCS

SELECT storeent.storeent_id as STOREENT_ ID,

year (usrtraffic.shlustmp) as YEAR,

month (usrtraffic.shlustmp) as MONTH,

count (usrtraffic.usrtraffic_id) as TOTALVISITS,

count (distinct usrtraffic.sessionid) as TOTALSESSIONS,

count (distinct usrtraffic.users_id) as DISTINCTUSERS,

count ( orders.orders_id) as TOTALORDERS,

coalesce( sum( totalproduct + totalshipping + totaltax + totaltax-
shipping + totaladjustment),0) as GROSSSALES

from storeent

left outer join usrtraffic on storeent.storeent_id =
usrtraffic.store_id

and month (usrtraffic.SHLUSTMP) >= month (current timestamp) - 1
and year (usrtraffic.SHLUSTMP) = year (current timestamp)

left outer join orders

on storeent.storeent_id = orders.storeent_id

and orders.status in (‘M’,’A’,’'B’,’'C’','F’,'G','R','S’','D")
and month (orders.lastupdate) >= month(current timestamp) - 1
and year (orders.lastupdate) = year (current timestamp)

group by storeent.storeent_id,

year (usrtraffic.shlustmp) ,

month (usrtraffic.shlustmp) ;

LISTING 3

#

# User Traffic Patterns Report

#

UserTrafficPatternsReportWindowTitle=User Traffic Patterns Report




UserTrafficPatternsReportInputViewTitle=User
Traffic Patterns
UserTrafficPatternsReportDescription=This report
shows traffic patterns for users on hosted stores.
It orders them by Year, Month and Store Name.
UserTrafficPatternsReportCancelConfirmation=Select
OK to continue.

# Report output - input criteria
UserTrafficPatternsReportOutputViewTitle=User
Traffic Patterns Report
UserTrafficPatternsReportInputView=This report
shows traffic patterns for users on hosted stores.
It orders them by Year, Month and Store Name.
UserTrafficPatternsReportOutputViewTitle=User
Traffic Patterns

# Report output - table headings
UserTrafficPatternsStoreNameReport=Store Name
UserTrafficPatternsYearReport=Year
UserTrafficPatternsMonthReport=Month
UserTrafficPatternsTotalVisitsReport=Total Visits
UserTrafficPatternsTotalSessionsReport=Total
Sessions
UserTrafficPatternsDistinctUsersReport=Distinct
Users

UserTrafficPatternsTotalOrdersReport=Total Orders
UserTrafficPatternsGrossSalesReport=Gross Sales

LISTING 4

db2 insert into viewreg (viewname, devicefmt_id,
storeent_id, interfacename,

classname, properties, description, https, lastup-
date, internal)

values (‘UserTrafficPatternsReportInputView’, -1,
0,

‘com.ibm.commerce.tools.command. ToolsForwardViewCom
mand’ ,

‘com. ibm.commerce.tools.command. ToolsForwardvViewCom
mandImpl’,
‘docname=tools/reporting/UserTrafficPatternsReportI
nputView.jsp’,

‘/, 1, CURRENT TIMESTAMP, 1)

db2 insert into viewreg (viewname, devicefmt_ id,
storeent_id, interfacename,

classname, properties, description, https, lastup-
date, internal)

values (‘UserTrafficPatternsReportOutputView’, -1,
0,

‘com. ibm.commerce.tools.command. ToolsForwardViewCom
mand’ ,

‘com. ibm.commerce.tools.command. ToolsForwardViewCom
mandImpl’,
‘docname=tools/reporting/UserTrafficPatternsReportO
utputView.jsp’,

‘', 1, CURRENT TIMESTAMP, 1)

db2 insert into viewreg (viewname, devicefmt_id,
storeent_id, interfacename,

classname, properties, description, https, lastup-
date, internal)

values (‘UserTrafficPatternsReportDialogView’, -1,

0,
‘com.ibm.commerce.tools.command.ToolsForwardViewCom
mand’ ,
‘com.ibm.commerce.tools.command.ToolsForwardvViewCom
mandImpl’,

‘docname=tools/common/Dialog.jsp’, ‘’, 1, CURRENT
TIMESTAMP, 1)

LISTING 5

db2 insert into acaction (acaction_id, action) val-
ues (11929, ‘UserTrafficPatternsReportDialogView’) ;
db2 insert into acaction (acaction_id, action) val-
ues (11930, ‘UserTrafficPatternsReportInputView’) ;
db2 insert into acaction (acaction_id, action) val-
ues (11931, ‘UserTrafficPatternsReportOutputView’) ;
db2 insert into acactdesc (acaction_id, dis-
playname, description, language id) val-

ues (11929, ‘View to request the report for
UserTrafficPatterns’, ‘View to request the report
for UserTrafficPatterns’, -1);

db2 insert into acactdesc (acaction_id, display-
name, description, language_id) values (11930,
‘Specifies the criteria to create the report for
UserTrafficPatterns’, ‘Specifies the criteria to
create the report for UserTrafficPatterns’, -1);
db2 insert into acactdesc (acaction_id, display-
name, description, language_id) values (11931,
‘Displays the report for UserTrafficPatterns’,

‘Displays the report for UserTrafficPatterns’, -1);

LISTING 6

<entry nameKey="UserTrafficPatternsReportName” des
criptionKey="UserTrafficPatternsReportDescription”
breadCrumbTrailTextKey="UserTrafficPatternsReport” >
<roles>
<role>seller</role>
<role>makMgr</role>
</roles>
<command name="UserTrafficPatternsReportDialog
View” >
<parameter name="XMLFile” value="reporting.
UserTrafficPatternsReportDialog” />
</command>

</entry>

LISTING 7

#

# Bread Crumb Trail (BCT) Entries
UserTrafficPatternsReport=User Traffic Patterns

#
# Report Names
UserTrafficPatternsReportName=User Traffic Patterns

#

# Report Descriptions
UserTrafficPatternsReportDescription=This historic
report summarizes sales and user traffic data for

all stores on the site.
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BY GUIDO PUGLIELLI e

CASE STUDY

Integrating accounting applications using
IBM WebSphere

The Adaptable

Integrating heterogeneous subsystems and business units in a corporation is an

From an IT perspective, there
are many products, technologies,
architectural design patterns, and
methodologies available to accom-
plish the goal of adaptability. In this
article I will present an application
integration scenario, together with a
solution based on technologies and
products from the IBM WebSphere
software platform.

Our customer (undisclosed) is
a large manufacturing/transport
account structured into several divi-
sions — Holding, Human Resources,
Finance, Services — and production
departments. The business prob-
lem is to integrate these divisions,
the services each one provides, and
hence the different subsystems on
which each division runs its own
business.

As an instance of an integration
scenario, let’s consider the account-
ing business flow: suppliers, the
goods/services acquisition approval
cycle, orders, inventory, invoices,
and accounting posting are the usual
entities and flows involved in this

IWebSphere

increasing priority in a globalized economy in which the ability to adapt quickly
in response to changes in market conditions determines the success or failure of
an enterprise. This case study of an integration project for a large manufacturing/

transport account details the use of components of the WebSphere framework.

scenario.
Several subsystems are involved

in this kind of integration:

¢ SAP for materials management

¢ A third-party subsystem running
General Ledger

¢ Several internally developed J2EE
modules

¢ External business partners, such as
banks

The requirements for this integra-
tion architecture were:
¢ From a business perspective:
—To increase speed to comply with
new government and industry
regulations
-To increase efficiency, reducing
operational and resource costs
e From an IT perspective:
—Asset reuse through a unified
architecture
—The enabling of nondisruptive
additions of new applications to
processes
—-The minimalizing of subsystem
dependencies
¢ From a functional perspective:

—Information integration through
formatting rules and content-
based routing

—Application integration through
standard protocols while trying to
maximize information flow reuse
—Business process integration,
accomplished by combining sev-
eral processes to produce a single
flexible and extensible workflow

Ap'plication Integration

Infrastructure
The solution discussed in this

article was identified by taking into

account the following general driv-

ing factors:

¢ Adoption of standard technologies,
where applicable

¢ Adoption of market leader prod-
ucts in their relevant sectors

e Use of a single approach and of a
single adapter technology for all
application interactions with SAP,
independent of the operating envi-
ronment involved

* Extensive use of the following
technologies:
—Message-oriented middleware
—Publish/subscribe

¢ The definition of application
services to access EIS (Enterprise
Information System) subsystems,
incorporating parts of a service-
oriented architecture in the solu-
tion, enabling product reuse in
different scenarios; a loose con-
nection between service providers
and users; location transparency;
independence from protocols, for-
mats, and service life cycles

¢ Interaction based on events,
incorporating elements of an
event-driven architecture to pro-
vide excellent levels of scalabil-
ity, robustness, and monitoring,
along with zero coupling between
the parties involved. (One party
detects the change of state and
publishes it, and all the services
that have subscribed to it will
receive the notification.)

¢ Definition of execution flows,
obtained through human inter-
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action and the invocation of the
available application services;
these flows, activated by events,
model the company business pro-
cesses and are easily modifiable in
response to the evolution of com-
pany organization and strategies.

The IBM products involved in the
resulting integration architecture
(see Figure 1) and their features are
described in the following sections.

WebSphere Application
Server Enterprise Edition
WebSphere Application Server is
IBM'’s J2EE-compliant engine; in its
Enterprise Edition, infrastructure

paradigms using JMS and MDB
e Strong characteristics of autono-

my, performance, security, scal-

ability, and system management

In this solution, WebSphere
Application Server Enterprise Edition
is the engine for executing the appli-
cation workflows and for invoking
the services on various EISs, e.g., SAP.

WebSphere MQ

WebSphere MQ (WMQ) is the de
facto standard for messaging and
queuing middleware. Its message
delivery service, with its high qual-
ity of service, is available on almost
every relevant hardware platform,

coming over WMQ or other protocols

(e.g., HTTP), and that provides the

following services:

¢ Routing based on content

¢ Format transformation

¢ Augmentation of content

¢ Topic- and content-based publish/
subscribe

¢ Broadcast/multicast

¢ Support of custom operations
through a complete plug-in archi-
tecture that can be implemented
by the user

WBIMB provides native integra-
tion with WMQ. Both of these prod-
ucts allow you to implement high
added-value interoperable applica-

-

WASER

&

tion buses for all integration
at the data level.

In this architecture, WBIMB
is used to broker the exchange
of data between the various
subsystems involved in batch
interactions or that request
services such as routing and
formatting.

o

=

L o
b ol |
- I‘

WMQ

!

=

FIG 1: THE OVERALL INTEGRATION INFRASTRUCTURE: APPLICATION

FILE-BASED INTEGRATION

services and high-value application

services have been added to the stan-

dard J2EE (EJB, JSP/servlet, JDBC,

JCA, IMS) to make it a key platform

for executing business processes.

These include:

e The Process Choreographer’s sup-
port for long-running workflows,
including micro and macro flows,
compensation, restart, and human
interaction

e Support for Web services, proto-
cols and standards, and the UDDI
registry

e Support for messaging with point-

to-point and publish/subscribe

2 00 4

CONNECTIVITY SERVICES, PROCESS FLOWS, MESSAGE FORMATTING,

and accessible from a broad
range of programming languages,
including Java, C, and COBOL;
and operating environments,
including J2EE and CICS.

In this architecture the applica-
tion connectivity service is based on
WMQ.

WebSphere Business
Integration Message
Broker

WebSphere Business Integration
Message Broker (WBIMB) is a gen-
eral and extensible integration bro-
ker that can manage data streams

FIG 2: WBI ADAPTERS CAN BE ACCESSED FROM WBIMB AS

WELL AS FROM THE APPLICATION SERVER

WebSphere Business
Integration Adapter
for mySAP.com

WebSphere Business Integration
Adapters (WBI Adapters) are adapt-
ers for business applications and
third-party middleware (EISs) based
on CrossWorlds technology.

The internal architecture and the
fundamental standard technologies
are common to all adapters in the
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WBI family. Each adapter contains
a specific part relating to the EIS
with which it must interface (e.g.,
mySAP.com); this part is typically
based on an API and/or events pro-
vided by the EIS producer.

WBI Adapter services are available
for the following operating environ-
ments:

e WAS
e WBIMB
e WBI InterChange Server

These adapters can take on a pas-
sive or active role:

e They can be activated by WAS or
WBIMB to execute an operation on
the EIS where they operate.

e They can be programmed to detect
a modification of the state infor-
mation managed by EIS, and as a
consequence, generate an event.

In this architecture WBI Adapters
are used to deal with mySAP.com
from WBIMB as well as from WAS
(see Figure 2).

Some Integration
Scenarios - Process Flow
Example scenario: when an
invoice arrives in paper form, an
administration employee activates
the workflow in order to manage
it. The invoice data is entered via
a browser, the relevant order is
verified, receipt of goods or use of
a service is verified, and regulation
of payment is managed by a sepa-
rate workflow. When feedback on

payment is received, the invoice is
archived and the payment is regis-
tered in the accounts subsystem.
Integration between procedures
and applications is implemented
through execution flows, which
are created in a declarative rather
than a programming way using the
appropriate language (FDL [Flow
Definition Language]) and develop-
ment environment (the WebSphere
Studio Integration Edition).
The flows are executed in WAS by
the Process Choreographer compo-
nent. Process flows can be activated
by:
¢ Business events, generated by the
SAP adapter when a modification
to the state has been detected

e Scheduling, i.e., by defining rules
for automatic flow activation in
WAS

¢ Human intervention, e.g., when a
new paper invoice is received from
a supplier an employee starts a
new flow instance to manage it

A business flow is typically com-
posed of one or more tasks, each
involving a human interaction or a
process activity:
¢ Human interactions are accom-

plished through a customizable
Web GUI (namely the process
Web client) included in WAS; users
authorized to operate on these
flows are classified into roles and
operate on tasks assigned to them
executing basic “task claim” and
“task completion” operations.

¢ Process activities are programmed
using the services and standards
provided by the WAS programming
model, such as EJBs and Web ser-
vices.

|;|Ilcation Gonnectivity
with SAP
Example scenario: verification of
the order associated with the invoice
received — and verification of the
existence of goods in inventory are
typical services implemented by SAP,
and these can be exposed and used
in process flows.
SAP is accessed through ser-
vices: the services provided by the
WBI Adapter are described in WSDL
and invoked by WAS via XML/JMS
through the WSIF (Web Services
Invocation Framework). These ser-
vices can be used in a process flow
executed in WAS.
The services approach is com-
plemented by the adoption of a
transport mechanism (WMQ) with
assured and guaranteed delivery
attributes:
¢ For insert/update/delete interac-
tions (with side effects or business
logic invocation) the use of per-
sistent messages guarantees that
the operation will be completed
even in the case of a node failure,
increasing the robustness of the
internal infrastructure.

¢ For retrieval interactions or opera-
tions, in which double execution
after the restoring of a failed node
does not cause any undesirable

FIG 3: SOLUTION IMPLEMENTING PRIMEUR PRODUCTS
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effects, using nonpersistent
messages improves perfor-
mance without compromising
robustness.

Event-Driven
Interactions

Example scenarios: when
anew item arrives it is reg-
istered in the inventory;
this operation is published
as an event, which causes a
workflow to start in WAS. In
another example, a suspended
invoice process can finally be
completed.

The events are detected
and/or generated by WBI
Adapters in the case of SAP, for




example, or by third-party appli-
cations that are involved in the
architecture.

The events are transported
by the application connectivity
subsystem (WMQ) as messages.
With its characteristics of secure
and guaranteed delivery and the
use of persistent messages, WMQ
allows the activity to be complet-
ed even in cases of node failure.

The events are addressed to
WBIMB, which transmits them,
for example, via JMS/MDB to all
the subsystems that have sub-
scribed to receive them, carrying
out any required processing and
transformations to the transport-
ed data.

Data Manipulation and
Batch Integration

In each phase of its life cycle,
data is treated as a business
object and not as an opaque byte
stream; this is made possible
through the virtualization of the
base information provided by

Subscribe Nowv!
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the WBI Adapters and through
WBIMB parsing.

Data transmitted with stan-
dard protocols and formats such
as JMS and XML can be manipu-
lated in various ways; it is pos-
sible to adapt its format to the
needs of the receiver or combine
it with data retrieved from EISs
(e.g., SAP or J2EE modules), and
send it to file-based applica-
tions.

Example scenario: toward the
end of each month it is necessary
to activate the payment process
of the invoices/bills that are
about to expire. At a scheduled
time a process flow starts in WAS:
a summary of all payments to be
made is displayed via a browser;
when the user confirms the oper-
ation, the data regarding the pay-
ment to be carried out is sent to
WBIMB, processed, and put into
files that are sent to the different
banks as appropriate.

This solution can be imple-
mented with the help of prod-

wwrwnne. SYS-COM. comd/JDJ
or call
1-888-303-5282

ucts that build on WBIMB'’s data
manipulation capabilities, in

this case extended with file tran-
fer and batch features through
Primeur’s Spazio File Extender for
WBIMB (see Figure 3).

Conclusion

This project, part of which is
already in production and part of
which is in the process of being
completed, has provided several
advantages, including increased
efficiency, reduced operating
costs, and the ability to reuse
services and data. In addition, the
solution is scalable and has been
quick to meet business require-
ments. @

Guido Puglielli is an IT architect for Primeur
(www.primeur.com) with 10 years of experi-
ence in the IT industry. He is a WebSphere
Certified specialist, is IBM Certified for
e-business, and usually supervises develop-
ment teams involved in integration projects
using IBM WebSphere products and tech-
nologies. g.puglielli@primeur.com
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GLOBALIZATION

Make your applications multilingual
. . have certain Strings translated by
with WebS phere Studio clicking the “Never Translate” but-

ton next to a given String. For dem-
onstration purposes we will allow

, each of the Strings to be translated.
Click Next.
ItsaSmallWorld ... ...
allowed to set a name for a proper-
ties file in which you will store the
value a given key will translate to.
We'll keep the default name, which
BY KULVIR SINGH BHOGAL is “test.properties”. In this screen
you can also specify the class name
Reality check: your code likely exists beyond the confines of your cubicle. In of the resource bundle access class
that will be used to facilitate extrac-
today’s world - made smaller via the marvels of modern society - it is likely that  tion of Strings from the properties
file. Keep the defaults provided and
your code will transcend borders or be seen by individuals who might not neces-  click Next.
In the next screen, you will be
sarily understand English. Not catering to these individuals can close the doors on  informed that the file test.properties
does not exist and will be created.
a huge untapped market. Click Next.
In the final screen (see Figure
2), WebSphere Studio allows you to
rortunately, WebSphere Studio You'll see in just a bit how this key review the proposed changes before

Application Developer v5 value is used. You can choose not to  committing to refactoring. Note that
makes it easier to cater to
crowds that speak different languag- _
es. As you'll see in this article, the utmemaline Srings in ‘Tnte
concept of internationalization sup- Egloct sings o eimaice .@
port is built directly into WebSphere .
Studio. E ertira e - ....I

Teach Your Application to Sbigs e mdemoles

Speak Different Languages - ' e
in Minutes F!-h—— o

To showcase the internationaliza- ¥ 'WIAD_makis_nlemalonahition iy T hw
tion support in WebSphere Studio, . [
we'll play around with the class - | H i
shown in Listing 1. Start by creating Contet
a Java project in WebSphere Studio [ ToDo = 4]
to house the class. When you are
done, right-click in the editor view Sirng whatWe'ilLeam = =l

. “WEAD malkrs iniemsiionalzebon sasy.”;
and choose the Source>Externalize Systmm Dut prnfin{whalivaseeCiong ToDok !
Strings... option. i ilﬂ i

At this point, you will see an
Externalize Strings window. Here
you will be presented with a list =1 Transiete? = w - Skpl
of the Strings within your class.
WebSphere Studio automati-
cally generates a key value for each
String. Click on one of the keys

to see how it correlates with the | B HRNE i ; I Ewish I l'-"ﬂ I
Strings in your code (see Figure 1).
FIG 1: KEYS ARE AUTOMATICALLY GENERATED BY WEBSPHERE STUDIO
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FIG 2: REVIEWING THE PROPOSED CHANGES BEFORE REFACTORING

you are shown precisely how your
code will be modified. The original
source code is juxtaposed to the
proposed refactored source code.
When you are done reviewing, click
“Finish” to refactor the code. This
generates the files Messages.java
(see Listing 2) and test.properties
(see Listing 3). Messages.java is

a resource bundle accessor class
that allows you to provide a key
and returns the paired String in the
test.properties file.

The 0ld Swap-a-roo

The advantage of the setup we
just created is quite powerful. In
order to present our application’s
messages in a different language, all
we have to do is simply swap out the
test.properties file with one that has
the appropriate name/value pairs in
our desired language. For example,
sticking to our article’s code example,
we could have an English and a
Spanish version of the properties file
(see Listing 3).

Conclusion
In our multilingual world, it
frequently becomes important to

support different languages in our
applications. One tedious way to go
about doing this might be to create
a different version of an application
for each language supported. As you
can imagine, such an approach can
be a nightmare when it comes to
code maintenance. As you have seen
in this article, WebSphere Studio
allows you to support multiple
languages in a rather efficient way.
Using WebSphere Studio you can
extract the existing Strings of your
code and have them relocated to a
properties file. This properties file
can then be swapped out to cater to
an audience and their desired lan-
guage. @
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LISTING 1

package com.ibm.internationalization;

public class InternationalizationDemo {

public static void main(String[] args)
{
String whatWeAreGoingToDo =
“Let’s show how international-
ization works in WSAD.”;
String whatWeWillLearn =
“WSAD makes internationalization
easy.”;

System.out .println(whatWeAreGoingToDo) ;
System.out.println(whatWeWillLearn) ;

LISTING 2: MESSAGES.JAVA

package com.ibm.internationalization;

import java.util.MissingResourceException;
import java.util.ResourceBundle;

public class Messages
private static final String BUNDLE NAME
= “com.ibm.internationalization.test”;

//$NON-NLS-1$

private static final ResourceBundle RESOURCE
BUNDLE = ResourceBundle.getBundle (BUNDLE NAME) ;

private Messages() {

}

public static String getString(String key) {

try {
return RESOURCE
BUNDLE.getString (key) ;

} catch (MissingResourceException e) {

v N,
4 R

return + key +

LISTING 3: TEST.PROPERTIES

English version

Let_ s_show_how_internationalization_works_in
WSAD. l=Let\’s show how internationalization
works in WSAD.
WSAD_makes_internationalization easy._ 2=WSAD
makes internationalization easy.

Spanish version

Let s _show_how_internationalization_ works_in
WSAD._ 1l=Veamos como el proceso de internacionali-
zar el software trabaja en WSAD.
WSAD_makes_internationalization easy._ 2=WSAD
hace sencillo el proceso de internacionalizar el
software.
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WEBSPHERE NEWS

Salesforce.com

Announces sforce Toolkit
for IBM WebSphere

(New York) — Salesforce.com, a pro-
vider of on-demand customer rela-
tionship management (CRM) services,
has announced the sforce Toolkit for
IBM WebSphere. sforce, the world’s
first on-demand application platform,
allows enterprises and solution devel-
opers to customize, integrate, and
extend salesforce.com to create cus-
tom-tailored CRM solutions.

With the new sforce Toolkit for
IBM WebSphere, developers and
enterprises can leverage WebSphere
Application Server and WebSphere
Studio Application Developer to build
sophisticated CRM solutions that
allow key customer and sales infor-
mation to be integrated across the
enterprise — with a fraction of the time
and effort required for software-only
alternatives. The toolkit is free for
both salesforce.com customers and
developers using WebSphere.
www.sforce.com

IBM Unveils Software
Development Platform
Evaluation Packs

(Somers, NY) — IBM has released

eight PowerPack evaluation kits on
developerWorks to provide software
engineers with hands-on experi-

ence for evaluating the IBM Software
Development Platform. IBM has also
launched a new section on its devel-
operWorks site that extends its e-busi-
ness On Demand Resource Center to
help development teams quickly build

and deploy software and software ser-
vices across heterogeneous systems
using the IBM Software Development
Platform.

Each PowerPack is designed for
a specific audience, including the IT
analyst, software architect, IT man-
ager, tester, and project manger, and
is composed of resources relative
to a user’s development needs. The
PowerPack tracks will enable develop-
ers to review and evaluate the IBM
Software Development Platform’s
comprehensive set of products and
shared set of proven best practices.

Once a user registers for a
PowerPack and selects a track of
interest, IBM will send a DVD and a
series of e-mails loaded with demos,
whitepapers, technical content, and
code to help the registrant evaluate
software tools from the IBM Software
Development Platform. The individual
tracks within a PowerPack feature three
customized educational programs,
each building upon the others to pro-
vide a comprehensive technology over-
view based on a customer’s interest.
www-106.ibm.com/developerworks/

platform

H&W Releases
Performance Scouts

Data Gollection Agents
(Boise, ID) - H&W has announced

the release of DiagnoSys Performance
Scouts, the mainframe data collection
agents for its DiagnoSys intelligent
performance management solution.
Together, DiagnoSys and Performance
Scouts ensure that crucial Web appli-

cations perform optimally, keeping
users satisfied and revenue flowing,
the company says.

Performance Scouts gather com-
prehensive metrics from these impor-
tant mainframe resources: IBM 0S/390
or z/OS, TCP, DB2, IBM Transaction
Server (CICS), IBM WebSphere for
0S/390 and z/0S, WebSphere MQ
(MQ Series), and the OS/390 HTTP
server. Performance Scouts feed this
data into the DiagnoSys intelligent
analysis engine, where it is statistically
correlated with data from the appli-
cation resources in other tiers, such
as application servers, Web servers,
and databases. DiagnoSys analyzes
the enterprise-wide components as a
single system to give a complete, true
view of application performance. It
then provides essential information,
alerts, and advice to resolve problems
proactively.

http://hwcs.com

Agile Gombines Product
Life Gycle Management
with WebSphere Portal
(San Jose, CA) — Agile Software
Corporation, a provider of product

CERTIFICATION EXAMS

their skills investments.
The new WebSphere Portal v5 certification exams are:

(Somers, NY) - IBM has announced two new certification exams to help J2EE developers
easily update their skills on WebSphere Portal v5. The new exams are designed to help
developers become certified faster and at half the cost of competitive certification offerings.
In an effort to simplify the certification process and meet marketplace demand for current
skills, IBM is offering new certification exams to help developers learn how to maximize the
[atest features of WebSphere Portal v5 to advance their careers and gain a faster retum on

IBM OFFERS NEW WEBSPHERE PORTAL VS *  |BM Certified

System Administrator -
\WebSphere Portal v5.0: Test

at that site.

347, 1BM WebSphere Portal v5.0, Deployment and Administration
* |BM Certified Solution Developer - WebSphere Portal v5.0: Test 348, IBM WebSphere
Portal v.0, Application Development

These certification exams are now generally available worldwide and are accessible at
www-1.ibm.com/certify/news/20040209.shtml. Information for developers is also available
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life cycle management solutions, has
announced Agile 9 platform support
for IBM’s WebSphere Portal. Agile
will deliver WebSphere Portal as an
option for the Agile 9 PLM platform
to help customers improve employee
productivity across the product life
cycle. Additionally, customers already
using WebSphere Portal will have the
ability to incorporate Agile 9 portlets
into their existing portal environ-
ments.

Agile 9 portlets deployed on
WebSphere Portal provide a broad
reach of product record information
to users within an enterprise and to
partners. Deploying portlets increases
the usability for end users by empow-
ering them to personalize the look
and feel, and
customize the
way they view
information
in Agile. Agile
portlets can now

FOR SMB IN FIRST YEAR

middleware for the SMB market.

Alphalova.

200 PARTNERS SIGN ON TO IBM’S ISV ADVANTAGE INITIATIVE

(Somers, NY) - IBM has announced that 200 independent software vendors (ISVs) have joined its ISV Advantage Initiative
in the program’s first year. ISVs dedicated to providing open solutions to customers across all vertical industries have
committed to go to market with [BM for a majority of their business in the $300 billion small-medium business (SMB)
technology market. This includes many companies that have migrated from proprietary offerings to Linux and IBM’s Express

ISV Advantage provides ISVs with comprehensive technical, marketing, and sales support to help meet the specific needs
of medium-size businesses. ISVs that enable their applications on IBM's industry-optimized infrastructure software can pro-
vide customers with flexible and secure solutions that span multiple computing platforms, including Linux. Currently, more
than 70 percent of ISV Advantage participants are actively supporting IBM’s software running on Linux.

Unlike other companies that develop applications that compete directly with their partners’ offerings, IBM collaborates with
18Vis to deliver solutions designed to meet specific customer requirements. AlphaNlova, a London-based CRM vendor and
new ISV Advantage partner, recently migrated from Microsoft technology to [BM.

“We moved away from the Microsoft environment because of its ever-increasing cost to deploy, which makes it prohibi-
tive for SMBs. CRM requires universal access by almost all employees and partners of an organization, and Microsoft's
closed and holistic attitude to use all their products makes cost of ownership very high,” said Andros Papageorgiou, CEO,

“We chose J2EE and WebSphere to provide our SMB customers openness,
choice, and lower cost of ownership. IBM's commitment to Linux, which is strategic
for us, and the completeness and robustness of the WebSphere platform were other
important factors we took into account”
www.ibm.com/partnerworld

be deployed

with informa- L T & end systems,
tion from other E #——=== Wily Portal
enterprise sys- ==y i "I:..-q "'J Manager
tems such as ; I- makes it
ERP enablinga |====* . “| possible
single dashboard pr for admin-
view into related istrators to
product record immediately
business pro- pinpoint

cesses.
www.agile.com

Wily Launches Portal
Manager 4.0

(Brisbane, CA) - Wily Technology, a
provider of Enterprise Application
Management, has announced

Wily Portal Manager 4.0 for IBM
WebSphere Portal 5.0, a first-to-mar-
ket portal management solution and
the only enterprise portal manager to
exclusively support IBM WebSphere
Portal customers.

The launch of Wily Portal Manager
4.0 builds on the company’s strategic
direction to manage the performance
and availability of next-generation
application platform suites that are
being implemented by leading enter-
prises today.

With deep, internal visibility into
the portal environment and external
visibility into connections to back-
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the root cause of performance prob-
lems, according to Wily. By providing
a unique comprehensive view into
each internal portal workflow pro-
cess and all of its connected systems,
administrators can address issues
before they impact users, and stay on
top of service-level agreements and
quality-of-service goals.

“Wily is closely aligned with IBM’s
product strategy and is commit-
ted to its strategic partnership with
IBM to provide the highest levels of
performance and management solu-
tions for joint customers,” said Dick
Williams, president and CEO of Wily
Technology, Inc.
www.wilytech.com

PalmSource Expands
Java Support
With IBM WebSphere
(San Jose, CA) — PalmSource, Inc., a
provider of Palm OS, an operating
system powering next-generation
mobile devices and smartphones,
has announced it has licensed IBM’s
WebSphere MicroEnvironment (WME)
Java 2 Micro Edition certified runtime
environment and WebSphere Studio
Device Developer (WSDD) toolset for
integration into the Palm OS platform.
Open standards-based software
development environments such
as WME are expected to create new
market opportunities for the more
than 275,000 Palm OS developers and
to broaden the reach of the Palm OS
platform into the growing Java devel-
oper community. In addition to native
Palm OS applications, WME provides
Palm OS developers the tools needed
to execute Java MIDlet applications
designed to run on Palm Powered
smart mobile devices.
www.palmsource.com

RSS FEED NOW AVAILABLE ON WJ HOME PAGE

The WJ home page (www.sys-con.com/websphere) now offers an RSS feed (www.sys-con.com/websphere
[feed.rss) to help you keep current with the latest goings-on in the WebSphere community. Sign up today to start receiving

timely updates of product announcements, news items, and other important happenings in the world of WebSphere.
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Managing J2EE Applications
and Their Underlying Infrastructure

BY JIN MCQUAID N\
\_ Ql

e development of production Java applications
for deployment on WebSphere or any appli-
cation server clearly demands a high level of

ability. But management of such an application, once
deployed, should not require the same level of skill.
Operations cannot scale to the demands they face if Java
programming skills are required for basic monitoring
and management. Consequently, such an environment
would present inherently challenging management
problems. With today’s cost pressures on IT, there is a huge squeeze
on Operations to ensure they can monitor and manage the perfor-
mance and availability of proliferating J2EE-based applications.

Historically, computing systems and applications were pre-
dictable, but beginning with client/server and accelerating with
the Web-based application server model, applications now have
“moving parts” distributed among multiple CPUs, computers,
application server containers, and databases. Data can be stored,
accessed, and processed by many applications across the network.
Browsers, switch fabrics, security policies, and application serv-
ers themselves contribute to this complexity. Regardless of this,
Operations remains ultimately responsible for performance and
availability of the total service.

Needless to say, Operations teams must be equipped to iden-
tify and isolate both application and systems problems. Systems
experts need to evaluate and resolve the behavior of distributed
transactions — down to pinpointing which EJB might be the bottle-
neck. Traditional systems management frameworks fall short
because of their excessive cost, time to deploy, and the consulting
services required to become effective. These solutions are mono-
lithic, inflexible, and not well suited to addressing the unique
nature of WebSphere and J2EE. Point solutions, while providing
greater WebSphere and J2EE management depth, lack the breadth
needed to monitor all the key moving parts.

At the end of the day, application servers such as IBM
WebSphere provide critical functionality and access to back-end
enterprise systems, making their management business critical.
It’s vital that operational efficiency be achieved with low overhead
while preserving the flexibility to monitor virtually any component
of the running application.

Seeking to balance the real constraints of Operations groups with
the need to manage application servers and J2EE applications them-
selves, we have developed the concept of five layers of management.

e First, is it alive? The primary concern of any systems
management job is uptime. Aspects of monitoring that
address this include: gross load and resource consump-
tion on the computer, simple J2EE server health indica-
tors, and J2EE subsystem health indicators.

* Second, core performance metrics. In any Java environ-
ment, the performance of the JVM (Java Virtual Machine)
is critical. The overall load must be within reasonable
bounds, and when it's not, you have to know immediately.
CPU load, thread count, and memory management are
the key performance indicators for this layer.

e Third, detailed operations monitoring. Here Operations looks for
finer-grained information about server performance, communica-
tion between clustered servers, unsuccessful login attempts, the
JDBC connection pool, EJB pool utilization, and current and leaked
connections for the JCA connection pool. A handful of monitoring
tasks, returning alerts and/or data every 5 to 10 minutes, can moni-
tor performance down through all the key subsystems.

* Fourth, reactive drilldown on performance details. When specific
performance questions are raised — whether narrow (e.g., one EJB
implementing a specific piece of business logic) or broad — addi-
tional monitoring is needed on a short-term basis. You must have
the ability to monitor an individual EJB or servlet, for example,
when circumstances and suspicions warrant. This layer of man-
agement will add measurable overhead and is therefore best used
only on a problem-solving, reactive deployment basis.

e Fifth and last, code analysis and rewrite. This is the point
at which Operations escalates the problem to Development.
Having isolated the basic subsystem or even component
involved in performance or availability problems, it’s time for the
Java expert to delve deeply into the code itself.

Application servers — critical though they may be — are only one
component of a larger infrastructure. Operations needs a single win-
dow through which the entire infrastructure may be monitored, man-
aged, and secured. But equally important, Operations groups cannot
replace developers, nor can they cost-effectively scale to handle their
critical mission if they must have the skill sets of a developer.

In Operations, time to value and time to manage is everything.
Without a clear understanding of the difference between the missions
of the Java developer and the IT operations organizations that must
make it all run 24/7, it is easy to saddle one group or the other with a
toolset that will not support the real-world demands of each. @

Jim McQuaid, director of Monitoring Solutions for NetlQ Corporation, leads the definition and delivery of networked application performance management products for the

company. Coauthor of RFC 1944/2544, Benchmarking Methodologies for Network Interconnect Devices, he is a University of Michigan graduate and has held positions at
NetScout Systems, Bay Networks, and Analog Devices. Jim has spoken at NetWorld+Interop, COMNET, HP OpenView Forum, TeleCon East, AFCOM, DVC, and Network

World Town Meeting. jim.mcquaid@netig.com
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Post-launch is NOT the time to be verifying web applications.

The wild blue yonder of operational monitoring and management is extremely unforgiving.
Which means that going live with the monitoring software you used in development is a great way
to go dead—quickly! You simply can't support operations if your staff is drowning in details provided
by development profiling tools and debuggers. Let NetlQ cover your apps...with AppManager.

AppManager—the industry’s easiest-to-use Systems Management suite—is a proven management
system for monitoring J2EE application servers, databases, operating systems and even end-user
response time. NetlQ's AppManager monitors ALL application components—not just your server.
NetlQ. Nobody does UNIX better. Nobody.

Visit us at www.netiq.com/solutions/web to learn how we can help you address the challenges

of your operational monitoring and management.
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